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[Abstract]

Recently, studies on the detection and classification of Android malware based on API Call sequence
have been actively carried out. However, APl Call sequence based malware classification has serious
limitations such as excessive time and resource consumption in terms of malware analysis and learning
model construction due to the vast amount of data and high-dimensional characteristic of features. In
this study, we analyzed various classification models such as LightGBM, Random Forest, and k-Nearest
Neighbors after significantly reducing the dimension of features using PCA(Principal Component
Analysis) for CICAndMal2020 dataset containing vast API Call information. The experimental result
shows that PCA significantly reduces the dimension of features while maintaining the characteristics of
the original data and achieves efficient malware classification performance. Both binary classification
and multi-class classification achieve higher levels of accuracy than previous studies, even if the data

characteristics were reduced to less than 1% of the total size.
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I. Introduction
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Fig. 1. Overview of Proposed Approach

1. Dataset
Canadian Institute for Cybersecurityo]A] 2rmsh

CICAndMal2020-2 t#AQl otE Z2o|E A FE tolH
NES 3 195629719 obgc2 olojxf irt. o
FE(Malware)x= % 9,50371] E4 FJEE 7KL QI
147)9) Flel el e Bguel Ut g QYT o
clolEldEd] Hls) th8%. 1A Holele] A4S 71
T 93 API Callo] S5 CRe] Hut 09 e

UpEpdic,

Table 104 Y= vfe} o] Agof AREH 71| e =
= 1271(179,9887)2 No_Category ZeALt Zero_day
iAo sigshe diee ALt

Table 1. Number of Malware in CICAndMal2020 Dataset

Class the Number of samples
Adware 47,210
Backdoor 1,538

Fileinfector 669
(No_Category) (2,295)
PUA 2,051
Ransomware 6,202
Riskware 97,349
Scareware 1,556
Trojan 13,559
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Trojan_SMS 3,125
Trojan_Spy 3,540
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Table 2. Number of Benign Dataset

Class the Number of samples
Benign0 32,804
Benign1 47,861
Benign2 42,635
Benign3 7,847
Benign4 31,754
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Fig. 2. Data Dimension Reduction Process Using PCA
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3. Classification Model
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Table 3. Results of Binary Classification

& |# of PC| Accuracy | Precision| Recall | F1-score
- 0.9820 0.9821 0.9819 0.9820
Light 10 0.9566 0.9576 0.9560 0.9565
GBM 50 0.9640 0.9653 0.9632 0.9639
100 0.9680 0.9693 0.9673 0.9679
- 0.9832 0.9839 0.9831 0.9834
RE 10 0.9544 0.9603 0.9602 0.9602
50 0.9610 0.9632 0.9600 0.9609
100 0.9603 0.9623 0.9593 0.9601
- 0.9625 0.9629 0.9621 0.9624
KNN 10 0.9441 0.9443 0.9438 0.9440
50 0.9618 0.9617 0.9617 0.9617
100 0.9621 0.9621 0.9620 0.9621
Table 4. Results of Multi-class Classification
& |# of PC| Accuracy | Precision| Recall | F1-score
- 0.8785 0.8832 0.8769 0.8783
Light 10 0.8396 0.8481 0.8368 0.8400
GBM 50 0.8556 0.8654 0.8555 0.8562
70 0.8597 0.8655 0.8576 0.8598
- 0.8778 0.8868 0.8758 0.8788
RE 10 0.8465 0.8564 0.8446 0.8480
50 0.8667 0.8775 0.8652 0.8686
70 0.8681 0.8772 0.8662 0.8694
- 0.8306 0.8354 0.8308 0.8306
KNN 10 0.8014 0.8081 0.7993 0.8015
50 0.8296 0.8323 0.8287 0.8301
70 0.8063 0.8156 0.8065 0.8073
o7 4 e 7 2Ho] PC7IHE 53

42 W7} A3} =e 3 UERYOD, LightGBMo] PC
100709 off 96.8%2 7P =2 4Ax0] Mstw 2 A}

A
T
=

act. sy Aol tist o]x1E = QX[ (Confusion
Matrix)2 Fig. 31} Zth. Ag Z2us &6 e =&
Aol 71E 9,503700] B4 FolA oF 1% 452] 54
Aoz ol A7EH vk 250 Hereg e

g sl



128 Journal of The Korea Society of Computer and Information

Benign 1390 17
True
Class Malware 70 1243
Benign Malware

Predicted Class

Fig. 3. Confusion Matrix of Binary Classification
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Fig. 4. Confusion Matrix of Multi—class Classification
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