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Regulation No.155 to establish international standards for vehicle cybersecurity management systems
in light of the growing threats to vehicle cybersecurity. According to international standards, vehicle
manufacturers are required to establish a Cybersecurity Management System (CSMS) and receive a
Vehicle Type Approval (VTA). However, opinions were raised that the implementation period should
be adjusted because domestic preparations for this are insufficient. Therefore, in this paper, we
propose a web-based solution that maps a checklist to check the status of CSMS in the requirement
and various vehicle security companies and solutions to mitigate the identified gap.

Key words : Vehicle Cybersecurity, Cybersecurity Management System, Cybersecurity Requirement,
UN Regulation No.155, ISO/SAE 21434
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7M1 ) Comnectivity) 715011} AH&F A3} 2L He] 7)ol MFEL FUD 6171 ECUe
o Ued B /%S ol ofd J)5ol SR FUsE FAIT ol ECUZt AART o B

S SISOl A8 A HhE AS Slelse, A% 145 2e Aot EAS WAAIIE e
AAE FSA A NG A ASaA BaEa YeE), Aol 98 (Accelerator), BE(Stcering
Wheel), B.e°] 5(Brake) 53} #HH 7152 MBHAAL vheth 2 2245H Jo] Jbssith e £3
of Aolwl FAo] St or, 4] Aol 32 D AP AT AY AT 2 I AU olo]
A glom@ 24 Aolmnck] tha Fa40] EohAL gtk <Tuble 1> CVEYIA AFHL Q& &
=9 Aol el A ok A4 Abelulncte] BT 18] FF W ZTHEE Times, 2023). FAZ A
% ApolWnel S1qel Ba 8L CVE EFOIAIA AT ot

Sltk. A 2niE 71718 Ads
1

<Table 1> Automotive Cybersecurity Trends

Note 22%11(;_ 2016 2017 2018 2019 2020 2021
Incidents per year 12 24 52 80 160 410 485
Yearly new CVEs n/a nj/a n/a nj/a 24 33 139
Cumulative CVEs n/a n/a n/a 53 77 110 249

2. 917 2

UNECE#9] 4Fsl =4 A5ak 71 23} 319420 WP. 299041+ &
123) 20201 62 UN Regulation No.1558 W3Edte] 2teF AlolHHel #] AAl B3 =4 71&S vhd

27450 gl A AolHnel 9/

1) ECU: Electronic Control Unit
2) CAN: Controller Area Network

3) CVE: Common Vulnerabilities and Exposures

4) UNECE: United Nations Economic Commission for Europe

T, Me=2(2023H 12€)
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) THBoannews, 2023a). =4 7|Fo] w2™ 2 A2YAE CSMSHE 5313 VIAOS Htolof 311 (Dong
Sung Im, 2022), MEA EAFHE 2ol taixE 20223 79HE], 71 2ol taixE 20243 7E7HA
VTAE Wolof gth(Boannews, 2023b). BHF CSMS 755 A3 Q7AS EatA X8 A9, A A=
Y= UNECEO 7Fi=o] e =71 WolA atgs dmiE 4= §lAl Fth(Korea Internet & Security Agency,
2023a). 1YY BE w77 54 7|EE mEL Qe AL iUtk f19 Afdde 84 ¢ AEE &9
sta glom, Hujo] Aol AlolHEF Fe] AA ATl I3 A J|ES HEstas AT A7) <l
T AEE Y3t Qon=E Aol Rl ] AAd tigk rto| =Tt AASIAL JUt) = =A 7|E
S U AAo) 2o} =157 &) 2023\ 49 A2043] 23] A1x} FELELYIE A AlojH et
A AA A% =4 #dHE AsAAYH MRS Lo th(Land Infrastructure and Transport Committee,
2023). ‘o] ARkl o5t Aol ESE ] AA FES A FH E AF AxGA e 4EH ds 5
S 5 1t Ald AIZ|E AR olE 2025d 1€9RE HE3ta, 71E 2o AolE 2026 7TEE
EHZ 2Ad ok 3= oA o] A|7]% 1 th(Land Infrastructure and Transport Committee, 2023). ol A= o] 3]
& 7)ol el ol wheh x}EF AtolW et el AAI7F 57t = AT UN Regulation No.1559 41 CSMS
£ FF87] A aFAREE Udsta QAR AAH R A gtk W daiAe Aosta A 4Tk
ol CSMSE A FHIsHE 7199 Bt g3t Wi o 8 7AES JHotabr)d of#go] dom
VTAE {lal AZsof shs WPHE o] Abgo] 2HAehr] wliel Al webs 24 244 + Aok w
A CSMSE 53k, Q1SS FAS3] Sl #3185 e FAH Jlelmely &40 sy
WPol| A o7 AAEojof st W&o BF APHIEA A = F UEF sh= o] dasith

oo & E=Fo|lA= Wpdll B4F o2 Eojrtof ks W42 222 RIS F JIEE s A rE
&4 HATHE AFs7] As 4 7ike] =233 S AFSHT) ISO/SAE 21434 & 15719 JEZ 74
of lom, Z JEeEE QAR WP7LF WAl Qith ZF AEERE 3~31709] AR o] YdEo] glo
™, & 42712 WP7} HAIE o] ITHISO/SAE, 2021). £ =&+ CSMSE A5 EH|shs 7199 Hetgd
A7} 4270¢] WPol| BEA o7 AAF ok st LS ~22E T F YL E G A AT 2EE A
o} =3k A AF GAAME AR CSMS A3 SRIE o BF FAE B8 A CSMS S7ARHS
FRASFAY A (Excel) Z2 IS T3l Aelsts PHS AHSsta ok wepA] B =ZodAe &4 A
THE AT A § 719 E84E AR

I &

rh

1z

1. UN Regulation No.155% ISO/SAE 214349| AZIEZHH &

-

UN Regulation No.155c= & 2}o|ZAlo]E Hute] AX Alo|HEFE BASLY] g Q7S X3s
31 YTHUNECE WP.29, 2021). ISO/SAE 21434+ X}3F glo] ZAto]|F Hulo] AX Alo|WH et S5 F3h
ZA2E AHYss AL EF o7 = A EF0|THISO/SAE, 2021). UN Regulation No.15591 th3k 34 A
o ¢]5}H ISO/SAE 21434 UN Regulation No.1559] Q7ALHS £5317] 93 5L 74802 Pt

[

5) CSMS: Cybersecurity Management System
6) VTA: Vehicle Type Approval
7) WP: Work Product
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I 912, UN Regulation No.1559] &7 E5AtE 71 & ISO/SAE 214349 WPE &8-858 A%
3l QITHUNECE WP29, 2020). wehA UN Regulation No.1559] & 7AFHS ISO/SAE 214342 &7AMaka} )
BE F don, AF AIHERN Wt EF4E AT ZEUYAE ML) AslMe UA F Y FF &
A Zre] AABAE A8k $FtH(Korea Internet & Security Agency, 2022). <Fig. 1> Ao EQE e8] A A
of #AH BFE A o FAAA N Wi 1Helt

| Reference Reference - g
UN Regulation UNECE interpretation
MNo.155 document HopEE e

<Fig. 1> Correlation between standard documents

UN Regulation No.1559] R FAFHS- 722156 7225744 Qlow 7+ @ FAL | A Fajs)of 3l= S50 7
GEg HEF{IT} Requirement No. 7.35-El& 25F &4 Slo gk SFAROE 1713 2 7]& AMulx

7138 dFshE Ugol7] uwiol ISO/SAE 214342 HHE Hloj it} wjglA E =&l 4= Requirement No.

722156 72259 sgss 27 A thai ARtk B3t Requirement No. 7.2.2.15E 7225744 2] @ 7-A1g}
Mee F 157001 ZHzke] Q FARRS: BE9] <Table Al>2] Typed} 2] 12719] FEE U= 4= Ut} ISO/SAE
214349 4= - o7 A ZEoof sk 8TAR}| thall A RQRequirement) 2 3E7]8taL QT whebA] B =70
A& RQE #7]9 &7l thsfj A1%F #4938}, UN Regulation No.1559] 12719 53 SFARS w3 gich
<Table A1>2] ISO/SAE 21434 Requirement No.:= UN Regulation No.1552] & 7AHS F47317] 9438k 422l
555 "3BT HEoln, ISO/SAE 21434004 37|33l 1= Requirement No. & UERATH

2. H32AE =M

A AZPAE CSMS A5 A5 & VIAS AAT & Ut =3 VTAE 9ldl CSMS JISAE A
3 A A zPA = AlolW Rk Sl B3 AAS EXAZ FAo &t EME BEX A8E A%
713 2 7]& Aul 2 713l A3} o] @3 A8 ISO/SAE 214340] HAIE WPS o|m|3it). <Fig. 2>
VTA°ﬂ g A A Fxzo ik "otk
E WPE & Abgo] ZAshE Ao] oflet ofg] Abgo] uro] A& s, Ak Argeitt o
%a}ﬂi AR e AV BAE F Atk =8 WPE Ao AAdshe AR VTAE flal wpell 24
o2 Fofrtof k= o] FAlRIA AHslr] offr}. whEkA] UN Regulation No.155} ISO/SAE 214342]
%%ﬁli aopgk Soll= WP 4 EelE] fA9 AFE Bo7lok ot dES 222 FAT F U=
3l AP 2EE =& At AHelA OEMS tlEs= 7yt ¥3]9] APMA Cybersecurity
Comrmtteeﬂ]/ﬂt— ISO/SAE 21434¢] WPel thgt A AT ~EE ATt UTHAPMA cybersecurity committee,
2021). L2tk APMA Cybersecurity Committee®] A Z2]2E&= 2021'd 3¢9 ISO/SAE 214342] WPol tha) 24
H ZO=E ISO/SAE 214349 Draft W7ol 3k Ul-8o|THSAE, 2020). WehA £ =A== APMA
Cybersecurity Committee®] | Z2]2~Eo| ISO/SAE 214342021 7|E£0.2 WES F718) AAH2ESE A4

fr e e
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sttt B-59] <Table A2>= 70 SHA|(Development Phase) 5o #3t A Z2EE Yelddg. UN
Regulation No.1559] S7AM}E & 722.1. ()< /I @A S5l 3 ygoltt o]2fdt /E @A S5l
ZH Fojof 3l= WP &= wjHEE ISO/SAE 21434 L TAMFS B3] & &= Ut CSMS 915-S Fnlstd
A A E ook = WPE & 4270l A dAlo A ZAdE]ofof sk WPE 2170 0]t

” N

Vehicle Type Approval

Vehicle Technical Approval
manufacturer service authority

CSMS Certificate
Work Product

. ] Verification
Target Vehicle

Test Result

>,
r g

Type Approval

o J

<Fig. 2> VTA Procedure for UNR No. 155

of ¥ =& ol CSMSE T3t
& A

B3l A Fol= S RE
VTA 35<s HASE F A=F AF 2ot EF4E w33k w3 B
Yol A AFsta Y= A Bt &F4 W(Vehicle Security Solution Map)©| T}, = A EUIH T A A|F-3}
I e AT B EFAH Yol ot A= Bt EF4HL A A B &FM(Vehicle Security Solution),
Wol= Bt &5 (Back-end Security Solution), AFo] ¥ EQF 2] A A|(Cybersecurity Management System)ol] TH
FHFE Us 7 Atk A 2ot EFAHL g7HA Y] £FH0E FAE ] om, Mt HF ERHL 2
& HEQH A AA= 37k 9] EFHe R 7459 lth(Korea Internet & Security Agency,
2023b). Zt7te] &FA L <Table Al1>9] 12709] S5 v|Pd 4 ik
A Bl R4 MFE <Table 2>9F o] 8702 MF= FAEM, <Table Al1>9] 1279 &5 T ¥
% Al &b, she] A Ao FEA, H2EE X3 AF del g, Aol ERF A
d= Bl EFH WFE <Table 3>9F Zo] 2709 EFHORE FAHM,
<Table A1>9] 12709 &5 T ‘HI2EE Z43 AT #el &0, A 371 AN 2 74 &0, Ao
HESH 34 RUEY 9 -3 &5 wjgdth Alo]HEE B AA &7 MFE <Table 4> 20] 3
Mo EFH0 R FAEM, <Table Al>9] 12719 2E &5} vjgHc
5 S0 A B EFA oA Aol EQF ] Al2Hl HFo] &390 TARA &£5F42 <Table
A1>9] 12749 &5 T /L Sl wigEn. mebA i gAY AAY2ES S Ao A RIS 7
ol Aok W DA of v E = Ate]H Bl T A|2HlS] TARA &34 H5S HAFH <Fig. Al>2
Z4Zke] Bt &34 WFE <Table A1>9] Typed} mw|H 3 1ot}

T
—
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<Table 2> Types of Vehicle Security <Table 3> Types of Back-end Security

No. Vehicle Security Solution No. Back-end Security Solution

1 OTA Update 1 V2X-CSMS

2 SBOM 2 V-SOC

3 Security Testing

. HSM <Table 4> Types of Caybersecurity Management System
5 V2X No. Cybersecurity Management System

6 Keyless entry 1 Security Consulting

7 IDS/IDPS 2 TARA

8 Cryptography Library 3 Security Training

4. A2k Hot EFM W

A AZ2HA 2 CSMSE A5 %— 13k 7199] BERbgdart CSMS S7AHERS fA <138k, VIAS
FHIE = AEE 7] Hal A AT Ve 2ete ¢ 719 SRS Ao 2299 o5
Cybersecurity Requlrement Finder2 A 2]glo™, CSS$} JavaScripts A8t /N3t <Fig 3> A3t
4 7 £FAHY AA 5= thE Idolth

( Cybersecurity Requirements Finder

|
’ :
Solution Map CSMS
1 Requirement

More 1
Check CSMS
Requirement

|

Checklist

!

View Results

|
v v
Satisfied with Show security
\ everything solutions. )

<Fig. 3> Flowchart for Web-based solutions

L2 39| AME-AF= Cybersecurity Requirement Finder®] & S} oA &4 % (Solution Map)IF Alo]H E
oF #e] Al~El 8 FAFEHCSMS Requirement) 5 3 71A] W7 & AEgT)h & A AMEA}F 2HEF Hot
o #3 £FAE FAstr] A FHF v 54 WS AYSHA =AUz E oA AFsa de
A AolW B 34 i) o] ¥ AHEAE 3 g FAsEE H 1

1 o
(more)’ MES F3] &2HE AAS FAT 4 Utk STHE AT 0} SRA, WS Hek £F4, Aol
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o Azgoz BFuol glov e nok QAR AP uek YA AFHD Ut £7A
5 QIth <Fig. 4 23 virel &34 W A9 A e e,

mlo R:J

|> Security Training

- Aol s HF o2 RE AFECU U A WiR UEYIE B5ots Yo ofE

BSI o TISO/SAE 21434 AH2f AO|E| 20t Of3) 9L A2
o ISO/SAE 21434 K12¢ AO|E{ 20t L2 Al A}g =
o ISO/SAE 21434 KH2F AtO| 2 OF MARRY

»n

rﬁ
Dh
=
o
El
Ho
[
or

DNV | e UN regulation, ISO/SAE 21434:2021 7| £t2| XF5AF AO[E{ 2 OF AX|LOf S us
© ISO/SAE 21434:2021 7|9t0] AHSAH ALO|H 2 0 LIS UALY &H T g

ETAS | e Security product design
* Automotive security

sthreat analysis and risk assessment coaching

FESCARO| ¢ 22t 15

Karamba | e Security Training

<Fig. 4> Security Solution Map Screen (Learn More)

Cybersecurity Requirement Finderol Al AM&-A7F CSMSol| thdt S FAES 25 BEdeAd He J7E
Flst7] fal = Wl AfolHEt #e] AA a7 AR A3EhH CSMSell thE UN Regulation No.155
o] @7 A3 ISO/SAE 21434°] Q743 o] mfjg = o] Shel] S Hth CSMS 87AS 78, A4k, A4k
T HoA FHsof sl TS FEEE IAT &tk e F 12719 502 FAHY glom,
H-£9] <Table A1>9A] 243 W &3} 20k AFEA7F CSMS S7AEHS: RIS & Al 38 ~EE A3std
G5HE CSMS S TS EsteAld td q7E FAaty] A A 2EE AP + AUk <Fig
5> CSMS &7ARa}el gk A A8 2E 5}‘34 OIEP A}%XM xﬂﬂaééé —Er Q‘BZ‘L T A% wrE 4
Hotd CSMS 8T7ARS B jH % MR FEE
CSMS 87 & 25
e de F1F F Y R

C{]_-
o] A< W yehte A Wi 1

Cybersecurity Interface agreement

O] =32 S2gHe 922 24t s SEgM2l AFoIHEe S22 HIS =7
Op)ZE #d o8z SSYH el AtolsEor A elof cigh 7o 7t Iete|of RI=7h
O[3 == RE ZZYH 2t %OItHEOP OIEiﬂiIOIA Aeks oldistn L7

O [4] AtO A1 Al S ar A

EE
FE
|I§2 e g
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<Fig. 5> Checklist screen
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ARGUS * Threat Analysis & Risk
* Assessment (TARA)
« Security Concept

ETAS o Threat Analysis and risk Assessment

Karamba | » Threat analysis and risk assessment

Vector o ALO|H] 2 OF ZIH EL.TARA

<Fig. 6> Checklist Results screen

B gl Aets gl A £RAM] BALL A3 S8l el S Ak BT CMS
g FHST Qi A 2R ABATE YA, BAE F9)2 A%e $E5 2249 OEMelt

<Table 5> Company A’s information <Table 6> Company B's information
Company A (Global Automotive parts manufacturer) Company B (Global OEM)
company size less than 100 people company size More than 100 people
Cybersecurity Department Yes Cybersecurity Department Yes
Incident Response Department No Incident Response Department Yes
production facilities Yes production facilities Yes
ISO 27001
Acquisition of certification ISO 27001 Acauisition of certification ISO 26262
cquisition of ce cat10! IATF 16949
A-SPICE

AAHE CSMS 1SS 3] A AFARY CSMS7E QIZ 715ell HatsheAlo] tdt 55 ERlsie 1 stk A
ALl CSMS ©3 A= Cybersecurity Requirement Finderol] &3 & Ao RSt ] AA &FAN WwE
ZY3th AAFe] CSMS B3A= UN Regulation No.1552] 1271¢] 5o that AEALGS 5% 8913 &

AR fSoll BEF FA7F QloBg Aol ERE 34 RUEY 9 o8-

Asn71% 2Yd Al 3 :
I AEAGA REF R AT webd AF 5 F7] Auko] AA Aol FAL B
9 245, B0 B & JES sk MAs Bek £249 V-S0cH] BAH R QAP Bt
&34 ol A7 Sdo] UEhsith ANE 23 Fdo] e V-Socd] BE AL o) RED HRo|
N =22 W At

BARE TR AW $E5E 229 OBMOIth ek FA| 712 BE87] 98] CMSE A5 de
AT} BALS) CSMS BRAHE AHALe] CSMSTE #A] Z1Eel EshA o] tiF o e elsie L BTk BAL
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9] CSMS @@ A= Cybersecurity Requirement Finder®ll &8 & Alo|WEQt 3] AA SFAE WwE &
g3t BAY] CSMS ®3AH= UN Regulation No.1559] 127]9] &5 tish AEANG-S 2% 3Rl & 2
HE7IE SYTh BAFE AlelHERE B9k HsAbaL t-gofl #F FAE Fall At Aol 34 ©
Aol disfl tiulE a3 AT webx] BE AEAS BEgon, BE aAEE UETE &
3 st el et

mz2 &

A Fol e 2021 125E UN Regulation No.1557} HEE Sl = CSMSOl| thak 117} v &3 4
o, AFAtde ol AT P o= CSMSE =HsH] 913 FHE 3L Atk CSMSE TE37] 9
A= UN Regulation No.155¢] 8FARHE whetof gtk UN Regulation No.15591A41= CSMSE 753171 9
S7ARES YEstal AR AAA o R A gsks Wl tieiAs Aosta A ¥k =3 VIAE 39
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A Zdl oF s WPE o8] Aol yro] ZA435h7] wiel ZHdshe Abgtel mheks] 2 A A E T
7} o1, CSMSE Aw FHIshE 7199 Bebaaate] WA Boks w Wohdk ¢Fo a7 ARNS BT
getsta, WPE FHIsH7 ol ofEgo] oty AGHTH oo E =FoA+= UN Regulation No.155%
ISO/SAE 214349 4] CSMS$}F & E @ FARS wigstal oA s A8 o] AA S Sal AF A=
HA7E VTAE &l AZdof shs WP 555 FHotd = QI%la, WPE AT o) Aoz s ok
e U8S AAT £ JEE = AAY2ES 52 v AAY2ES 225 FAHolA ISO/SAE
214349] Draft WA #3 W&o 2 2AE APMA Cybersecurity Committee?] A Z]2EES Faglon,
ISO/SAE 21434:2021 WA ol &3t y& 02 AFAGS F718te 2ol Togdh o3t 7|5 BF X
st ¢ 79 ERAE AjMoH, AH8AT A AEE B FE FES gQlsta, 5% B
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APPENDIX

<Table A1> Classification of requirements in UN Regulation No.155 and mapping with ISO/SAE 21434

Type Requirement ISO/SAE 21434
P No. Requirement No.
RQ-07-01, RQ-07-03, RQ-07-04, RQ-07-06, RQ-07-07, RQ-09-01, RQ-09-02,
RQ-09-03, RQ-09-04, RQ-09-05, RQ-09-06, RQ-09-07, RQ-09-08, RQ-09-09,
RQ-09-10, RQ-09-11, RQ-10-01, RQ-10-02, RQ-10-03, RQ-10-04, RQ-10-05,
Development Phase 722.1@ | p0-10-06, RQ-10-07, RQ-10-08, RQ-10-09, RQ-10-10, RQ-10-11, RQ-10-13,
RQ-11-01, RQ-11-02, RQ-12-01, RQ-12-02, RQ-12-03, RQ-15-01, RQ-15-02,
RQ-15-03, RQ-15-04, RQ-15-05, RQ-15-06
Product Phase 7.2.2.1.(b) RQ-12-01
RQ-07-04, RQ-07-06, RQ-07-07, RQ-08-01, RQ-08-02, RQ-08-03, RQ-08-04,
. RQ-08-05, RQ-08-06, RQ-08-07, RQ-08-08, RQ-13-01, RQ-13-02, RQ-13-03,
Post-Production Phase 7221© R0 1401, RQ-14-02, RQ-15-01, RQ-15-02, RQ-15-03, RQ-15-04, RQ-15-05,
RQ-15-06
7222 |RQUSOL RQ05.02 RQ0503, RQ-05.06, RQ05-07, RQ-US-08, RQ-05.9,
Identify and manage Taaa(y | RQUBOL RQ0802, RQO-03, RQ-08.06 RQ-08-08, RQ-09-03, RQ-09-04,
cybersecurity risks Taaaq | RQU05 RQ09:06 RQ.M9-07, RQ-09-09, RQ-1501, RQ-1502, RQ-15.053
LEs RQ-15-08, RQ-15-09
Analve ik assessiment RQ-05-01, RQ-05-02, RQ-05-06, RQ-08-04, RQ-08-06, RQ-09-03, RQ-09-04,
o Z e 7222.() |RQ-09-05, RQ-09-06, RQ-09-07, RQ-09-08, RQ-15-04, RQ-15-05, RQ-15-06,
yxey'p RQ-15-10, RQ-15-15, RQ-15-16, RQ-15-17
Risk management 7222 | RQO908 RQ.09-09, RQ.09-10, RQ.9-11, RQ-10-01, RQ-10-02, RQ-10-3,
including testing oL RQ-10-06, RQ-11-01, RQ-11-02, RQ-12-01, RQ-12-02, RQ-12-03
Keep risk assessments 7222 | RQO602 RQ0603, RQ-0604, RQ-06:05, RQ-06-06, RQ-06-07, RQ.06-09,
up to date oL RQ-06-10, RQ-06-11, RQ-06-12, RQ-07-06, RQ-08-07, RQ-08-08
RQ-07-01, RQ-07-02, RQ-07-03, RQ-07-04, RQ-07-06, RQ-07-07, RQ-08-01,
Identify preventive measure 1222() | RQO802 RQ803, RQ.O804, RQ.08-05, RQ-0-06, RQ-U-07, RQ-08-08,
against cyber attacks “548) 1 RQ-11-01, RQ-11-02, RQ-13-01, RQ-13-02, RQ-13-03, RQ-15-03, RQ-15-04,
RQ-15-05
Analysis of Cybersecurity 7222.() |RQ-07-03, RQ-08-04
success stories
Identify whether mitigation
measures provide as intended 72.23. RQ-13-01, RQ-13-02
Monitor and respond 722.4.(a)
o orber attacks T224(y | RQOF09 RQOBOL, RQ-08-02, RQ-08.03, RQ08-04, RQ-08-05, RQ-08-06
. . RQ-06-02, RQ-06-03, RQ-06-04, RQ-06-05, RQ-06-06, RQ-06-07, RQ-06-09,
Managing dependencies 7225. | RQ-06-10, RQ-06-11, RQ-06-12, RQ-07-01, RQ-07-03, RQ-07-04, RQ-07-06,

with child organizations

RQ-07-07, RQ-15-02, RQ-15-03
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<Table A2> Questions about the development phase

Development Phase

Requirements Work Product .
1
No. @1 Question
Has the organization analyzed the capabilities of the vendors to assess the
cybersecurity capabilities of all vendors?
Does every quote request include expectations of vendor cybersecurity liability?
RQ-07-04 Cybersecurity interface Do y.ou.fulﬁll cybersecurity interface agreements with all vendors in your
RQ-07-06 organization?
agreement
RQ-07-07 Does a cybersecurity interface contract include both customer and vendor roles and
responsibilities?
Is there a communication plan to ensure that the cybersecurity roles and
responsibilities between customers and suppliers are communicated?
Are item definitions performed to ensure implementation of cybersecurity best
practices?
Does the item definition include item boundaries, features, and architecture?
RQ-09-01 . Does the item definition include the operating environment of the item in relation
Item definition A
RQ-09-02 to cybersecurity?
Does the item definition include constraints and compliance requirements?
Does the item definition reflect the assumptions made during the item definition
process?
RQ-09-03 . . .
RQ-09-04 TARA Has a TARA been performed that includes all assets for the specified item?
RQ-09-05 Cybersecurity goals Are cyberseal'n'ty .objectives such as CAL defined based on risk, threat planning
for each specific item?
Are cybersecurity claims mentioned for operating environments that lead to reduced
) . risk of threat scenarios?
RQ-09-06 Cybersecurity claims - - - - - -
Are cybersecurity claims mentioned for risk handling options that share or transfer
risk?
RQ-09-07 Verification report for Has documented reports validated the process of determining cybersecurity objectives
cybersecurity goals and cybersecurity claims?
RQ-09-08 . . . . .
RQ-09-09 Cybersecurity Has the Sailor Security Concept been documented that embodies the cybersecurity
RQ-09-10 concept requirements needed to meet the cybersecurity objectives of a particular item?
Verification report of . .
RQ-09-11 . Has the cybersecurity concept been validated through the report?
cybersecurity concept
Are cybersecurity requirements defined for product development based on
cybersecurity requirements allocated at a high level?
Are cybersecurity requirements defined for product development based on
higher-level architectural design?
RQ-10-01 Cybersecurity . . . . .
D 1 licabl Is?
RQ-10-02 specifications oes your cybersecurity requirements include applicable cybersecurity controls
Is the architecture designed to ensure the applicability of various cybersecurity
requirements improved?
Are contact points identified between refined architectural design components
applicable to meet cybersecurity requirements?
310 Or=ZTSSY=EN| 227, M62(2023H 129)
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Development Phase

Requirements Work Product .
1
No. @1 Question
Did you consider the impact of cybersecurity on the development stage while listing
RQ_10_03 Cybersecunty requirements the Cybersecurlty I'equjICmeIltS?
for post-development Are specific cybersecurity requirements documented to ensure cybersecurity in the
post-development phase?
Documentation
RQ-10-04 of the modelling, design, or | Are standards established for appropriate design, modeling, and programming
RQ-10-05 programming languages and |languages for cybersecurity?
coding guidelines
) Has a vulnerability analysis been performed to identify weaknesses in improved
RQ-10-07 Weaknesses found during architectural design and cybersecurity requirements?
produc development — -
Is the vulnerability analysis presented as a final documented report?
Verification
RQ-10-08 report for the Are refined cybersecurity requirements and architectural designs identified in
cybersecurity documented reports?
specifications
. Are verification activities carried out to ensure compliance with refined cybersecurity
RQ-10-09 Integration and requirements?
RQ-10-11 verification report - - — — —
Are integration and validation activities summarized in a documented report?
Int ti d . . oy . .
RQ-10-10 . e.gra on an . Are integration and validation specifications defined for the development phase?
verification specification
RQ-11-01 Validation Has a verification report been produced detailing the risks and acceptance grounds
RQ-11-02 report identified for a particular item during the concept and product development phase?
Has a production management plan been established to apply cybersecurity
requirements during the development phase?
Does the production management plan include the cybersecurity requirements listed
for the post-development phase?
RQ-12-01 Production Does the production management plan include details on how to achieve cybersecurity
RQ-12-02 control plan requirements during production?
Does the production management plan contain details on how to configure items
or components in case of unauthorized changes?
Does the production management plan include activities to ensure that cybersecurity
requirements have been met during production?
Damage Is a process in place to identify damage scenarios for assets related to the functioning
RQ-15-01 . .
scenarios of road vehicles?
Is there a list of assets that identified all assets associated with road vehicles in
RQ-15-02 Assets with cybersecurity | the organization?
properties Does the asset list detail assets with cybersecurity attributes that result in damage
scenarios?
RQ-15-03 Threat scenarios Can threat scenarios be applied to organizational assets?
. Is the impact on the organization evaluated in safety, financial, operational and
RQ-15-04 ) ImpacF ratlngs personal information (S, F, O, P) for various damage scenarios?
RQ-15-05 with associated impact - — - - -
RQ-15-06 categories Are impact ratings identified for different damage scenarios for each independent

category (e.g., safety, finance, operations, personal information (S, F, O, P))?
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1. OTA Update
2. SBOM
3. Security testing
4. HSM
5.V2X
6. Keyless entry

7. IDS/IDPS

8. Cryptography Library

.

Vehicle Security

* Keep risk assessments up to date (7.2.2.2.(f))

* Managing dependencies with child organizations (7.2.2.5.)
* Risk Management including testing (7.2.2.2.(e))

* Keep risk assessments up to date (7.2.2.2.(f))

* Risk Management including testing (7.2.2.2.(¢))
* Keep risk assessments up to date (7.2.2.2.(f))

* Keep risk assessments up to date (7.2.2.2.(f))
*  Managing dependencies with child organizations (7.2.2.5.)

* Risk Management including testing (7.2.2.2.(e))
* Keep risk assessments up to date (7.2.2.2.(f))

* Identify and manage cybersecurity risks (7.2.2.2.(a), 7.2.2.2.(b), 7.2.2.2.(d))
* Identify and manage cybersecurity risks (7.2.2.2.(a), 7.2.2.2.(b), 7.2.2.2.(d))

* Identify and manage cybersecurity risks (7.2.2.2.(a), 7.2.2.2.(b), 7.2.2.2.(d))

J

(a) Mapped vehicle security solution

1. V2X-CSMS

2.V-SOC

Back-end Security

* Risk Management including testing (7.2.2.2.(e))
* Keep risk assessments up to date (7.2.2.2.(f))

*  Monitor and respond to cyber attacks (7.2.2.4.(a), 7.2.2.4.(b))

(b) Mapped back-end security solution

1. Security Consulting

2. TARA

3. Security Training

Cybersecurity Management System

* Include in All Scopes

* Development/ Product/ Post-Production Phase (7.2.2.1.(a), 7.2.2.1.(b), 7.2.2.1.(c))

* Analysis of Cybersecurity success stories (7.2.2.2.(c))
* Identify whether mitigation measures provide as intended (7.2.2.3.)

* Identify and manage cybersecurity risks risks (7.2.2.2.(a), 7.2.2.2.(b), 7.2.2.2.(d))

* Analyze risk assessment and identify key points (7.2.2.2.(c))

J

.

(c) Mapped Cybersecurity Management System Solution

y

<Fig. A1> Categories of security solutions mapped to the type in <Table A1>
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