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ABSTRACT

It is very time-intensive to obtain data with labels on anomaly detection tasks for multivariate time series. Therefore,
several studies have been conducted on unsupervised learning that does not require any labels. However, a well-done
integrative survey has not been conducted on in-depth discussion of learning architecture and property for multivariate time
series anomaly detection. This study aims to explore the characteristic of well-known architectures in anomaly detection of
multivariate time series. Additionally, architecture was categorized by using top-down and bottom-up approaches. In order to
consider real-world anomaly detection situation, we trained models with dataset such as power grids or Cyber Physical
Systems that contains realistic anomalies. From experimental results, we compared and analyzed the comprehensive
performance of each architecture. Quantitative performance were measured using precision, recall, and F1 scores.
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Fig. 1. Examples of time series (a) Univariate,
(b) Multivariate
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Fig. 2. Taxonomy of Multivariate Time Series Unsupervised Anomaly Detection.
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Fig. 4. USAD(5) architecture

1) https://github.com/7fantasysz/MSCRED

2) https://github.com/manigalati/usad
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3) https://github.com/NetManAIOps/OmniAnomaly
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Table 2. Dataset description

Dataset Train Test #Dim.
SWaT 495,000 449,919 51
WADI 1,209,601 172,801 123
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Fig. 9. Anomaly Transformer(17) architecture
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results on four public original dataset. Underline is the best performance in main

architecture. Bold is the overall best performance. * denotes models using pre-filtering method. OOM

denotes out of memory

Main DATASET SWaT WADI SMAP MSL
arch. [Model P | R|[F|[P]R|F|P]|R|F|P|R]FI
MSCRED*(3) [0.944]0.886]0.914 0OM 0.928|0.524]0.670 [ 0.774 | 0.752] 0.748
Al USAD(5) 0.947 | 0.85 |0.896[0.600 | 0.590 | 0.595 | 0.964 | 0.558 | 0.707 | 0.765 | 0.908 | 0.830
g | nterFusion’(10) [0.9470.909 [0.926|0.819 |0.897] 0.856 | 0.698 | 0.851 | 0.767 | 0.895 | 0.927] 0.911
OmniAnomaly(7) | 0.976 [ 0.690 [ 0.808 | 0.774 | 0.654 | 0.709 | 0.946 | 0.554 | 0.699 | 0.915 | 0.869 | 0.891
x| MPAD-GAT"(12) |0.926 | 0.892 ] 0.909 10767 0329 | 0.460 | 0.846] 0.999 | 0.916 [0.962 | 0.967 |0.964
GDN(14) 0.997 | 0.647 | 0.785 [ 0.810 | 0.350 | 0.489 | 0.132] 0.931 | 0.231 | 0.201 | 0.640 | 0.306
TF Trali?gﬁ;i[m 0.948 | 0.968 |0.958|0.910 | 1.000|0.953| 0.938 | 0.995 |0.965 | 0.922 | 0.987 | 0.953
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Table 3. Experiment results on four public dataset with random perturbation. Underline is the best
* denotes models using

performance in main architecture.

pre-filtering method. OOM denotes out of memory

Bold is the overall best performance.

Main DATASET SWaT WADI SMAP MSL
arch. [Model pP|lrR|Fi|P|[R][FM|P|R|FI[P][R]|RM
A | MSCRED*(3) ]0.732]0.976 |0.837 00M 0.466 | 0.906 | 0.615 [ 0.747 [ 0.744 | 0.746
USAD(5) 0.945(0.671]0.785 [ 0.096 [ 1.000 [ 0.176 [ 0.528 [ 0.994 | 0.689 [ 0.953 [ 0.652 | 0.774
g | nterFusion’(10) [ 0.886 0.936 [0.910 | 0.978 ]0.320] 0.483  0.828  0.657 | 0.733 | 0.936 | 0.886] 0.910
OmniAnomaly(7) |0.121]0.999 [0.217[0.057[0.999 | 0.108{0.962 [ 0.546 | 0.697 | 0.916 | 0.854 | 0.884
x| MTAD-GAT"(12) [0.9880.779] 0.8710.998 |0.278 | 0.435 0.758] 0.859 | 0.805 [0.903 [ 0.919 |0.911
GDN(14) 0.93210.623]0.747[0.813 | 0.305 | 0.444 | 0.129] 0.897 | 0.225 [ 0.195 ] 0.454 | 0.273
TF leagﬁgﬁ‘g[m 0.915 | 1.000 |0.956 | 0.775 | 1.000|0.873] 0.936 | 0.860 |0.896 | 0.905 | 0.859 | 0.881
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& F1ASE dolee] Fds 2@ wAh gy 1 EFE 2T eR *"‘4% T ‘E*
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o] AAF 2L ho ) 7} A Ade] wi$- A MSCRED(3]el4] signature
matrixs AAsks Aol Erkssiich
Precision = TP 1 VAE =¥l o4l Aukd o2 InterFusion(10]
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Table 4. Confusion matrix

Label
True False
o Positive TP FP
Prediction 0 ative FN TN
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Table 5. Experiment results on four public dataset with

real

anomalies.

performance in main architecture. Bold is the overall best performance.

pre-filtering method.

Underline

is the best

* denotes models using

Main DATASET SWaT WADI SMAP MSL
arch. |Model Pl R|[Fm|P]R]F|P[R[R|]P]R]HR
| MSCRED'(3) |0.804|0.608|0.693]1.000] 0.72 0.837]0.584 | 0.411 | 0.482|0.774 | 0.741 | 0.757
USAD(5) 0.331]0.915|0.145|0.556 | 0.231]0.327]0.159 | 0.958 | 0.272 [ 0.132 [ 0.916 | 0.231
g | terFusion’(10) [0.729]1.000 [0.84310.931]0.803 ] 0.862| 0.52 [0.746 | 0.613]0.691|0.984]0.812
OmniAnomaly(7) | 0.79 |0.697 | 0.741{0.101|0.999{0.184]0.511| 0.88 |0.647 [0.122|0.999 [ 0.217
| MTAD-GAT(12) [0.7270.918 [0.812]0.999 [0.251 | 0.401[0.777]1.000 | 0.875[ 0.623 [ 0.299 | 0.404
GDN(14) 0.970 1 0.633]0.766 [ 0.600 | 0.439 | 0.507 [ 0.128 ] 0.760 | 0.219 [ 0.095 | 0.321 | 0.152
TF Trali?gﬁ;i[m 0.8451.000 [0.9160.899 | 1.000 |0.947]0.918 | 0.996 |0.955|0.791 | 0.755 | 0.773
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