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ABSTRACT

Messengers such as KakaoTalk, LINE, and Facebook Messenger are universal means of communication used by anyone.
As the convenience functions provided to users and their usage time increase, so does the user behavior information
remaining in the artifacts, which is being used as important evidence from the perspective of digital forensic investigation.
However, for security reasons, most of the data is currently stored encrypted. In addition, cover-up behaviors such as
intentional manipulation, concealment, and deletion are increasing, causing the problem of delaying digital forensic analysis
time.

In this paper, we conducted a study on the data decryption and artifacts analysis in a Windows environment for
KakaoTalk, the messenger with the largest number of users in Korea. An efficient way of obtaining a decryption key and a
method of identifying and decrypting messages attempted to be deleted are presented, and thumbnail artifacts are analyzed.
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Input: key, iv, encDB
Output: decDB

decDB « ()

i<—0

while (i { encDB.length)

decDB <« decDB ||

AES128/CBC/NOPADDING_DEC
(encDB(i:1+4096), key, iv)

5: 1< 1+ 4096

6: return decDB

B> Do o

Fig. 1. Method for decrypting a chatLogs
database
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keyel sl Base64 =% 43 F MD5 A<

sshd ivzl "ok FAAQ dagEe Fig. 2.
o} Z},

Fig. 2.9 948 detvleldl pragmas} userld
= A% delHE ¢dssste d £3] AREr
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o}, olu] A} 51% 48 g s 2F 717 W
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Windows <344 AHHo|A IS 4 glow,
ModelName®} SerialNumber+ Z‘f}Eﬂ |
HollA F53 4 olc), FAH dweEe Fig.
3.7} 3t

Input: pragma, userld
Output: key, iv

key < pragma || userld
while (key.length ( 512)
key < key || key
key < key(0:512)
key < MD5(key.getBytes())
iv < MD5(Base64.encode(key))
return key, iv

3 O Ot W DN —

Fig. 2. Method for generating key and iv for a
chatLogs database

Input: UUID, ModelName,
SerialNumber

Output: pragma

1: key < hardcoded byte array

20 iv <0

3: pragma < String.format("%s|%s|%s’,
UUID, ModelName, SerialNumber)

4: pragma < AES128/CBC/PKCS#7_ENC

(pragma.getBytes(), key, iv)
5! return Base64.encodeToString
(SHA512(pragma))

Fig. 3. Method for generating a pragma
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Table 1. Analysis environment and tools

Classification Details
AMD Ryzen 7 3700X
Processor 8-Core Processor
3.60 GHz
e Memory 32GB
% Graphics NVIDIA GeForce
& card GTX 1660
3 S Samsung SSD 850 PRO
5 & 256GB
Operating Windows 10 Pro 21H2
system 19044.1645
KakaoTalk v3.3.9.3088
IDA v7.6
x64dbg vDec 5 2021, 15:31:39
Cheat
:Df Engine vi.3
= Java v15.0.2
wn
73 IntelliJ
§ IDEA v2021.1.3
@ DB Browser
for SQLite v3.12.1
HxD Hex
Editor v2.5.0.0
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SQLite3 dlo]elwlo] 2 tale] 419] 16mto] = 3

Aoz Al W7 userlds 14 S7HA7 o Eee o]n] okeix glch. dlolewle] s el A
ol B35S wkE este Zlolrh o Azlshd 9l 1ente| ES B33 Aol deial &y £9E
o533 Zoh pragma®t userldE 512vte|Er} 2 B3 W o2 HA52AE 33 4 9t} o] &
w7bA] wkEste] A4k & MD5 alAS sk 25 dlolelmlo]~ el AA A AL9 163}01Ei
key7} ®t}. keyel W3] Base64 <13 3 F 2353 tato] E4En | do|euo] A 14 E g
MD5 &4 sk ivzh "ok A4S key, iv Ago] AkE|e] Fig. 5.9} zro] wheA A5LzAl

o] 7Fsstet.
Input: pragma, encDB, maxUserld a9 Wk key, iv Aol userldel €&
Output: userld Ho)7] ol userld7} ¥73E wjricl AES 7] 2
AES HHste] Aok sk vlEEA Fiol

e A,

1:

2: while (i (= maxUserld)

3: key < pragma || i

4: while (key.length ¢ 512)
5 key < key || key
6:
7
8

Input: pragma, encDB, maxUserld

Output: 1d
key < key(0:512) utputsuser

key < MD5(key.getBytes())

1: header < encDB(0:16)
201« 1
3: while (i (= maxUserId)

: iv < MD5(Base64.encode(key))
9: decDB « ()
10: j<0

. hile G 1 4: key < pragma || i
11 while (j ¢ encDB.length) 5: while (key.length ( 512)
12: decDB < decDB || 6: key — key || key
AES128/CBC/NOPADDING_DEC . .
(encDB(j:j +4096). key, iv) T key —key(0:512)
. eneuBl o ReY Y 8: key < MD5(key.getBytes())
13: JJ + 4096 9: iv < MD5(Base64.encode(key))
14: Files.write(“temp.db”, decDB) ' Y
15:  SQLite3 (‘temp.db”) 10: result
o QLite3_open(temp. « AES128/CBC/NOPADDING_DEC
) try . (header, key, iv)
17 ?Qthe&e.xetcute.t heck’) 11: if (result == normalHeader)
' pragma integrity_chec 12: return i
18: return i 13: e+ 1
19: catch Exception
205 . pass Fig. 5. Method for header-based brute force
21: i—i+1

Fig. 4. Method for general brute force
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Input: pragma, userDirHome, userDir,
maxUserld
Output: userld

. userDirBytes <« strToHex(userDir)

: keyl < "KAKAOTALK PC_FOREVER"

© keyl <« MD5(keyl.getBytes())

© ivl <« MD5(Base64.encode(keyl))

: key2 < MDb5(pragma.getBytes())

© iv2 <= MD5(Base64.encode(key2))

. prefix < userDirHome(0:
userDirHome.length / 16 * 16)

-3 O Ot W b

8: prefix
«— AES128/CBC/NOPADDING_ENC
(prefix.getBytes(), key2, iv2)
9: iv2 <« prefix(-16:)
10: userDirHome
— userDirHomel[prefix.length:) || "\
11: 1«1
12 while (i (= maxUserld)
13: userldStr < String(i)
14: result < AES128/CBC/PKCS#7_ENC
(userldStr.getBytes(), keyl, ivl)
15: result < userDirHome
|| toHexString(result)
16: result < AES128/CBC/PKCS#7_ENC
(result.getBytes(), key2, iv2)
17: result < SHAI1(prefix || result)
18: if (result == userDirBytes)
19: return i
20: i—i+1

Input: pragma, userDirHome, userld
Output: wuserDir

userldStr < String(userld)
key < "KAKAOTALK PC FOREVER’
key < MD5(key.getBytes())
iv < MD5(Base64.encode(key))
result < AES128/CBC/PKCS#7_ENC
(userldStr.getBytes(), key, iv)
6: result < userDirHome || "\
|| toHexString(result)
7: key < MD5(pragma.getBytes())
iv < MD5(Base64.encode(key))
9: result < AES128/CBC/PKCS#7_ENC
(result.getBytes(), key, iv)
10: return toHexString(SHA1(result))

Tt W DN

co

Fig. 6. Method for generating a user directory
name

Fig. 7. Method for brute force based on the
user directory name
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Android =+ Windows 37304 7171E
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Table 2. Time required for brute force by the
algorithm

Input
maxUserld 400,000,000
Algorithm Tzins:;eri?;rse))d Remarks
Fig. 4. 35:33:20 Estimation
Fig. 5. 00:17:50
Fig. 7. 00:01:30

Table 3. Comparison of requirements with
commercial forensics tools

Program Android Windows
Magnet unlocked email,
AXIOM password

MD-NEXT unlocked -
MREAPER unlocked -
pragma,
proposed
- user
plan .
directory

3.3 Hitst= AWl A|=8 HIAIX] S&3t diot
w A A wAA] A o] -5 A eka AR
AAE Hebr] 913 71E dFEelAe Ad 9
ot v & oS o] 83 wiete] F2 A7
C ey AR g2 AL sl dojue,
g G2 AAEA Hol 2 5 gl FHT
AR A w ARk 13 4 glodek(5-T).
golzke] USIMS °]83F s mhelella=
2= s} Aol AN AARE M= 573 5 9
AeH1). 2 AHellx= A3} 715 dlolEHlo]~E 7]
REo 2 wAIA] ARA] Al of 15 APEEty mE i3}
Al A AA A =FE HAAE Bastele W]
AAget, W5}t 715 dlofefulo] e A AFEE ul
o} 7ol Fig. 7.& 53l userlds w27 5319
Fig. 1-3.3} ko] H&3}3t 5 9]

AL Z A AR} WA A A Al el
AARE Aol = w3} ArellAA ARk 27}
A Aol AlgHchFig. 8.).

AHEAE wellAARE AAIE A=s deleted
Ay W o]l 1= WA= o5 F3f wlAA A
/1]_1,:_ qu_E'_ /nluéal 2 °l°‘31 message ;qaq "H
el 1l groz pAse] dojEHo]~ HIisrter

[¢]

Jlm

ﬁJiELmZé

(3] 202211 9% 132 j2. 2

AR AHR 244

o 237

4R P | 2E GE M 4R

LI7IMEE 47

Fig. 8. Message deletion option

logld message  deleted  is_encrypt_delete_msg
1 2869489956622346240 1 i}

Fig. 9. Message deleted for me

= A A= HAAE 5 5 glok(Fig. 9.).

ARgAE BE At Ao AIA] AAE AlEsP
is_encrypt_delete_msg A3 Wl Fto] 12 WAy
o] o]& Fal wAA] AA A= oAF-E AEE 4 gl
S message AH Wl o] dx3lE oz +A
wo] H33} weke] A3 AFE T3 AHA A=
gzstE WARAE Basket 4 glvh(Fig. 10.).

AL BE B3 A AA AAlE AlEste]

o, ¥

o

logld message  deleted is_encrypt_delete_msg
1 2869479119446779305 odriHKD i} 1

Fig. 10. Message deleted for everyone

Input: encMsg
Output: decMsg

© temp <« 7

i< 0

© while (i { encMsg.length)

temp < temp || encMsgl(i)

i1+ 2

: decMsg < Base64.decode(temp)

: key < “==Talk=Delete=All=Message="

: key < MD5(key.getBytes())

 iv <= MD5(Base64.encode(key))

: decMsg < AES128/CBC/PKCS#7_DEC
(decMsg, key, iv)

. return String(decMsg)

O © 00 1O O W DN

—_

—_
—_

Fig. 11. Method for decrypting a message that
attempted to delete



58 P2 FHNA Tk

= dloje] %33} W oguE 34 7

gustel WARE Basisles ek o 2k
==Talk=Delete=All=Message=" TA}<q||
sl MD5 siAlS& 4383t key”} et keyell dl
3 Base64 129 $8 F= MD5 siAdS $38s4
iV7} =t gtsste WA Aol A A WA SARE

FZ3lo] A3 F Base6d tZHS 33 A3}
°ﬂ el kA A key, iv S o]83te] AES
E33k5 e vAR] A5 53 5 ok
FAAQ dwE]EE Fig. 11.3 2t}

ole 7PELE Au} ol AAl 717] W 24
3= W3} 718 dleleidlo]x B}S 7Hko R 3o
AR A AE & A3 17th T W AR

Aste] ARG ZhE PHE dET 4 ol

A= Aulde] XVLE]“ 7t EelE
g5stE Avde Eislshe wkeks A7
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Table 4. Types of thumbnails saved by directory

Subdirectory Thumbnail type

Jchat_data/cli Transmitted
photos
Transmitted

/chat_data/cli/thumbnail | photos/videos
(miniaturized)

. URL link
/chat_data/cli_http_v2 Boards

/chat_data/fci_v2 Chatroom profile

Chatroom profile

/chat_data/mei_v2 (miniaturized)

Open chatroom

/chat_data/oci v2
cover

/chat_data/tti Temporary folder

User profile
Bot response
#Search

/chat_data/url_image_v2

/Contacts/fpi_v2 User profile

/Contacts/mpi_v2 User profile

(miniaturized)
/Digitalltem/x2.0/etm_v2 | Emoticon
/Moim/Media Boards
/Moim/Media/thumbnail BO‘?“@S .

(miniaturized)

Open chatroom
cover

/OCH/img v2

Input: pragma, userld, encThumb
Output: decThumb

1: key < pragma || userld

2: key < MD5(key.getBytes())

3: iv < MD5(Base64.encode(key))

4: return AES128/CBC/PKCS#7_DEC
(encThumb, key, iv)

Fig. 12. Method for decrypting a thumbnail
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ol Fig. 13-15.9} z¥o] A=}, Input: token
53] attachement Z¥ o= JSON 247} Output: encName
AApE e wle] mhalg 5 4 gl URL A=

st token 3¢ E3eth. URLS 54 virje] s} L+ key = hardcoded byte array

4 = A5 AR APEReE A 7<1 g ?vef—ﬁMl\l;[?(%:seggél.encode(key))

A 717ke] @A E] glemg ﬂﬂ*lﬂﬂ AgE F 4: encName < AES128/CBC/PKCS#7_ENC

A 717kt 7153} token2 fashE Al -‘ﬂrc’é (token.getBytes(), key, iv)
e A d AREEE old dlelulelR ARRle 5: encName < SHAl(encName)
GBS S key2 st AAEL. ob% ) 6 return toHexString(encName)

= v sdws AAse weke ogd 2 Fig. 16. Method for generating a thumbnail file
st= F9E vle]E widel] tjs] MD5 A 3 name

b keyZF Hrl keyel W8] Base64 d1z® &

8§ 3 MD5 S Salshd ivyl = AAg g4 oleh HE B AA BdE E obeAad
key. iv %2 o]&3to] tokenel o3l AES o33} A AR EC gk 24 AA FHrE AldE e gl
44 ¥ SHAL $4S Saaid gesm e TR AT D ASE 5 Sles Hady o
selrie] ALt o)F Fa) 54 dlAAe g TR AR ASiel mE A g A
A AEE 5 oo, FALel e U A S ek P B

“/chat_data/cli”, “/chat_data/cli/thumbnail’

Fig. 16.3} 7t}
A egex Aude HasS B33 ¢ glglen,

AHEA Aslo] B Aude) WskE B 5
N o5 Aelstd Table 5.9}
A Mael B4 AR e A AnE gx O SRR S,
AHgAE viEle] Stle MASAG $A1% vl
o] FdS 717] el AAFsbd 7]7] W vir]e]
logld message attachement
| 28B9490929679046144 AT LthumbnailLn® htp: A - o] A& A =27} talkmedia.edb do]gjHo]~ s}l
2 2BR9491111792281600 S5 A 1 "url" "hitp! /v dn-v.talk kakao. W talk . .
ure vl leleo.comi/lky tokenInfo ®le]¥ filePath A3 el Fig. 17.3
Fig. 13. Media type message o]  AAE}E,  olu], talkmedia.edb U
“%l.ocalAppData%\Kakao\KakaoTalk\users\
B . ” .
2 "cs": "80193A02FEA2548230556671EAB3I6TC2713ERTE", {userDlr}\Chat_data I’/]Eiliﬂ LHoﬂ ‘?’]X]-SI‘U%,
3 "h'
4 "k bZeé]s/KxUKz1a0e KNQHEVIVYAWGE/1_abcdS5204664.png™
5
6 " 72, . .
7 "ehumbnailHeighe™s 93, Table 5. Thumbnail changes by user behavior
8 "thumbnaillr.
htep: ;}/]:h]fml . i:lll.'. kakao.com/th/talkm/oZn¥bZeé]s/KxUKziaOe kNgHTw1VyAWGE,
1_abcd5520466 ) Target
3 "thumbna s 120, Behavior Change . &
- - directory
http://dn-m.talk.kakao.com/talkm/oZnYbZeé]s/KxUKz1a0ekNgHtvIVyAWGK/1_al
p DdSSf:JjEHpn;”. Receive phOtO
wW": 48 A
e Receive video )
2 thumbnail
. © Send photo
Fig. 14. Photo type message (attachement o - O
= Send video
column) =2
Forward photo
T B Forward video
2 "cs™: "901DDECFABEEF32560EFETE3BS1F2ZEROS9EFSDES",
3 K Open chatroom
E e o 4D e BT Y e 1 it ‘ Scroll chatroom
LpOWeg/vidDtCoWexnBtwlQdOUYmk/talkv_high.mp4
7
http://dn-v.talk.kakac.com/talkv/wrRVApOWeg/vi4DtCoWexnBLtwlQdOUYmk, < Open
N = photos/yldeos A thumbnail
g Lt = archives
Scroll
Fig. 15. Video type message (attachemer photos/videos
column) archives
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Table 5. Continued

Target

Behavior Change directory

Open received

o .
photo cli

Open received
video

Open sent photo

Open sent video

Delete sent
photo from the
device and open O cli

it in the
chatroom

MOTA

Delete sent
video from the
device and open -

it in the
chatroom

Delete for me

Delete for X
everyone

cli
thumbnail

9%979(1

Leave chatroom -

O: Thumbnail created

A Create only thumbnails visible
on the current chatroom/archives

x: Thumbnail deleted

-1 No change
token url filePath
1 bQpsvl/oZnidvOzZhl/ - hitps://dn-m.talk kakao, comalkmy - C¥AREL png
2 diUKr2/wrSdnjEtzg/ hitps://dn-v.talk kakao. comAalky’ CWEBL mpd

Fig. 17. tokenInfo table
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