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ABSTRACT

In order to ensure safety to invasion of privacy, Federated Learning(FL) that learns using parameters is emerging.
However a paper that leaks training data using gradients was recently published. Our paper implements an experiment to
leak training data using gradients in a federated learning environment, and proposes a method to improve reconstruction
performance by improving existing attacks that leak training data. Experiments using Yale face database B, MNIST dataset
on the proposed method show that federated learning is not safe from invasion of privacy by reconstructing up to 100 data
out of 100 training data when performance of federated learning is high at accuracy=99~100%. In addition, by comparing
the performance (MSE, PSNR, SSIM) of pixels and the performance of identification by Human Test, we want to emphasize
the importance of the performance of identification rather than the performance of pixels.
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Table 1. Reconstructed images of ‘DLG(dlg)’
and 'DLG with TV norm(dlg+tv)’
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Table 2. Distribution graph of pixels for one
image in Yale face database B (x-axis: the pixel
value of the image, y-axis: the count value of
the pixel value)
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Table 3. Distribution graph of pixels for one
image in MNIST dataset (x-axis: the pixel value
of the image, y-axis: the count value of the
pixel value)

Table 4. Reconstructed images of the ‘proposed
method(dlg+tv+clip)’

data Yale face MNIST
attack database B dataset

o | RAEE
o | FAEE

Distribution of pixels
6000
4000
original 2000
0
0.0 0.2 0.4 0.6 0.8 1.0
10.0
7.5
attack 50
2.5
-0.2 0.0 0.2 0.4 0.6 0.8 1.0 12
10
min-max s
0.0 0.2 0.4 0.6 0.8 1.0
o
o 20
=] . .
28 sigmoid 10
o
= P U TR |
B dain
0.:35 0.r50 0.'55 0.60 O.I65 0.‘70 0.115
3000 o
2000 A
clip 1000 |
ol
0.0 0.2 0.4 0.6 0.8 1.0

—H‘r_—_f,i_ ﬂ}ﬁ_ .?{_ o] ] ]‘4 .J»]}—“%}\- —?‘i 11—’/]1;_9/]'
wofo] Wo] thEm HQ o]m|x| HAAzt B¥

Pz} A3 golsloh O]t min-max<}
sigmoid7} 44l we} ‘f’dﬁ 1]

Hgto] 7] wiiolrt. Hby

Ae] BAgE BE :L?JJE% 2 oﬁvm g ¥
£ aehzs} ol wssleh ol Ao weh Al

= 545 49 (0.1) W FAzEe] Wit ¢l

ujirolm, ok W 2 cliplE EY o]vlx|
= Hgsle Alo] "4‘“%&01 A HskE]A] oy
o|=uk A AF 4 9lck= Aol HEt 3717 T 9l

_‘—|—‘
ru&i

t}. Table 2.9} Table 3.¢] A5 o]w
e b oA M & Fdg s IL]P—E =
2 7HR9] W3k v £ clipg WHE whHew
AR AE Algkei
Table 4.+= Table 1.9 (dlg+tv)e] A £
£l

o] AlkShe clip WF PP AT A
Table 1.9 Astuch & o 49T AL el 4

it

dgslrolxe] B 342 n roundd] g
5 4 ¥ 1 round®] ZHHAES o]&sto] 4
i}, wheba] AdlErellAe] B 34 AYS 94
At dgsreel 49 s 29 34 49 44
LR

o3 2= = 11D data (Independent and Identi
cally Distributed data)®} ¥l =540]A]
Zd3HA whEH A 9= Non-1ID dataz} AH&-Hr}.
Eﬂ}\lﬂo o:]zs‘l—a‘]—/'\ Di]—?ﬂoﬂ ] /\E]fg 31748 Non-I
ID dataZ AA3l7] 93 1 FeolddEY 1 class
2 uiAslgdel. Aol A3k dlolelE Yale face
database B2} MNIST datasetelt}. Yale face d
atabase B(16)& < 6071418 x9ol w2 389
o] Ak 9 Grayscale ©]P|A & o]Fozl dlo]¥]
o} ohekglt 2ol wpE olu|x|e]nE g Aol
B AER ofF ARIE E7Eo] glon o]
aedste] 0~2559 LS 49AR o] F
i HAZke] 648t & o|m|A|RE FZ3le] ALY
o} 7+ ARl class7b HodEn], AgstEe] H~
E dlole]l M5 aEfste] 2070 o]ade] o]ulA|7}
EA8l= class®t @714 F 3709 class7t EA)
g}, dlolelE 192x1682 =7|E ZARE, Alg A
7H& Zo)7] $l4l 48x42 AR resizedlo] A&
t}. MNIST dataset(17)2 0~99] Sbol| digt
=GN A Grayscale o]F|AZ o] Fo]z] 28x28 =
719] dloleltt, webd 10709 classE 7HA9, o}
¥t el A Atz Frlste] AR} St
19E2] = 1002 2Astz, 1 FeloldEd &
< dlole] S=(per)®} batch size(bs), 1339
roundE theFstAl AAsTh HAE dleolE=
clientell slgsl= 2 class® 10702 & 100709
dlelelE AME3lsdrh. oAl dHlolEE ulo] Edf=

54 iteration 25 5 Aol FoANL

i

o



00 5831

(2023. 2) 69

Azko] o] ¥ ER wE Bl Al dis) 2,000
o7 Al By 24 el ATy dFHE
o] ot HelE2 %Hfé%kﬂ} *a‘zﬂ Ho] &g T AN
21 DLG(dlg)¢t TV nor
m%—%ﬂﬂ}DLGMkﬁtw ae]a E EEelA Al
okt W (dlg+tv+clip) 37Hxlel dial 1<)
Rk B AR o olulA] dofele

o, T
40,

or Fe T & o]nA| & EFH3l= W PIL Ima
ge(18)= wW3glslo] &
olv|A] =¥ W o Tensorst PIL Images =%
Al-g-gte}

Table 5.9 A3 3t74& A=lsFon old w
2} AgS A8k Ao FHe 2(dlelE])x2(Y]

Ab el 2(IA ER )3 W) e
E 7AWk tloka Al Ae] B9 TAL

W 4 ek seah, & AL 100742 ols1Al7}

BQH R £ 2.400709] o]o]7)7} w5}

03??}3—}%01]/‘%3] Y A dgt AgE zeys)
71 A, B 349 ool J
A=A Fetetaal Agshy 3
Table 5.°l wel AgE #gsision Agshs: A
& A= Table 6.°14 gald 4 glrt. s o]
g 7} 2ErE ey

size ¥ e Aol HE ¢l

o}, w3, rounds} A=

Table 5. Environment of experiment

Environment of experiment

-1 client : 5, 10, 20 data of 1 class
-client = 10

-total train data = 50, 100, 200
-total test data = 100

-batch size = 2, 4

-round = 100, 1000, 10000
-attack iteration = 2000

dat Yale face MNIST
ata database B dataset
pseudo-label dummy label real label
Image output Tensor PIL Image
method
attack dlg+tv
method dlg dlg+tv +clip

Table 6. Performance of Federated Learning

data Yale face MNIST
setting database B dataset
Lok round ace loss ace loss
(bs) (%) (%)
100 28 3.38 82 1.64

5(2) | 1,000 81 2.85 89 1.57
10,000 85 2.81 89 1.57
100 35 3.31 71 1.75
5(4) | 1,000 95 2.7 88 1.58
10,000 94 2.72 89 1.57
100 34 3.32 86 1.60

(120) 1,000 92 2.74 100 1.46
10,000 95 2.7 100 1.46

100 15 3.51 56 1.90

(140) 1,000 93 2.73 100 1.46
10,000 96 2.70 100 1.46

100 21 3.45 81 1.65

(220) 1,000 100 2.66 100 1.46
10,000 100 2.66 100 1.46

100 8 3.58 60 1.86

(240) 1,000 96 2.70 100 1.46

10,000 99 2.67 100 1.46
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Table 7. Reconstructed images and performances
of pixels by image output method

data Yale face MNIST
database B dataset
Images Tensor PILL Tensor PLL
according Image Image
to the =3 | o
- P ERA
method d -
MSE 0.0183 0.0152
PSNR 17.3864 18.1852
SSIM 0.8171 0.4778
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Table 8. Result of

reconstruction attack in federated learning for Yale face database B (T:Tensor, P:PIL

Image)
data Yale face database B
pseudo-label dummy label real label
attack method dlg +tv +clip dlg +tv +clip
output method T I T I T 2 T = T I T I
mean | 0.17 | 0.01 | 0.86 | 0.60 | 0.89 | 0.70 | 0.36 | 0.01 | 0.87 | 0.65 | 0.88 | 0.75
H‘Tle“;in best | 0.87 | 02 | 1 |08 | 1 | 098085009 1 |[092]| 1 |[099
worst 0 0 0.16 | 0.32 | 0.42 | 0.32 0 0 0.34 | 0.2 | 0.34 | 0.22
Bl MSE 0.089 0.013 0.013 0.068 0.020 0.019
perfor | PSNR 10.65 19.49 19.58 11.72 17.58 17.71
mance | sSTM 0.112 0.664 0.681 0.156 0.619 0.640
time 38m 41m
acc 99 (%) 93 (%)
FL
loss 2.6663 2.7263
Table 9. Result of reconstruction attack in federated learning for MNIST dataset (T:Tensor, P:PIL
Image)
data MNIST dataset
pseudo-label dummy label real label
attack method dlg +tv +clip dlg +tv +clip
output method T [P T P T I T = T [P T P
mean | 0.93 | 0.02 | 0.98 | 0.87 | 0.98 | 0.94 | 0.93 | 0.02 | 0.96 | 0.85 | 0.96 | 0.93
H;;“S?n best | 098|014 | 1 [096| 1 [0.99[098[0.14|0.99 095/ 098|098
worst | 0.79 0 0.9310.12 1092 | 0.2 | 0.8 0 0.92 | 0.1 | 0.93] 0.09
el MSE 0.077 0.023 0.020 0.074 0.021 0.018
perfor | PSNR 11.33 16.77 17.51 11.51 17.05 17.82
HORIEE SSIM 0.436 0.550 0.659 0.440 0.569 0.670
time 30m 28m
i acc 100 (%) 100 (%)
loss 1.4612 1.4612
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