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ABSTRACT

Public key cryptography algorithm such as RSA and ECC, which are commonly used in current financial transaction
services, can no longer guarantee security when quantum computers are realized. Therefore it is necessary to convert existing
legacy algorithms to Post-Quantum Cryptography, but it is expected that will take a considerable amount of time to replace
them. Hence, it is necessary to study a hybrid method combining the two algorithms in order to prepare the forthcoming
transition period. In this paper we propose a hybrid session key exchange protocol that generates a session key by
combining the legacy algorithm ECDH and the Post-Quantum Cryptographic algorithm NTRU. We tried the methods that
proposed by the IETF for TLS 1.3 based hybrid key exchange, and as a result, it is expected that the security can be
enhanced by applying the protocol proposed in this paper to the existing financial transaction session protection solution.
Keywords: electronic financial transaction, PQC, hybrid key combination, HKDF
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Client Server

ClientHello

+ key_share*
Eifz + signature_algorithms*

+ psk_key_exchange_modes*

+ pre_shared_key*

+ key_share* | Exch
+ pre_shared_key*
(EncryptedExtensions) 4 Server
{CertificateRequest*} ¥ Params

ServerHello I Key

{Certificate*}
(CertificateVerify*} | Auth
{Finished}

[Application Data*]

{Certificate*}
Auth | {CertificateVerify*}
{Finished)

[Application Datal [Application Datal

+ Indicates noteworthy extensions sent in the previously noted message.
* Indicates optional or situati that are not always sent.

) Indicates messages protected using keys derived from a [sender]_handshake.traffic_secret.
[ Indicates messages protected using keys derived from [sender]_application_traffic_secret N

Fig. 1. TLS 1.3 Protocol (16)

Internet/Smartphone Saving Bank A

= $
= $

Saving Bank B

. g

Saving Bank €

L @

Fig. 2. Open API system configuration diagram
of the Korea Savings Bank Federation (17)
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Fig. 3. Mosca's Theory: Time to prepare for
quantum computing attacks (20)
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Table. 2 Hybrid key exchange method proposed
by IETF (27)
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2 generate the final session key ss
ss = KDF(0,ss, |l s5,)
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------------------------
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________________________
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Fig. 8. E2E Encryption protocol commercialized
by the Korea Savings Bank Federation (31)
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Table 3. Key exchange algorithm and
parameters used in the experiment
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Interface) & o]43F AA| Mujxolxe] A5 4
A5 A% FAEL A5 Table 4.9 )
Table 4.°l4 n< dlo]e E3(block)d N&E
ow]ghe},

slojnze HPAE ARESIGlS uf dle]y] 2HF

Je

Table 4. Estimation of performance when
applied to real environment(Java)

ECDH session key
+ NTRU session

ECDH NTRU key
(existing)
KDF | KDF | KDF
=1 =2 =3
Trans
MISSI0OH 90 L 198*n | 699 | - - -
n data
(byte)
Time 16.8 6.95 7.7 9.0 | 23.9
(ms) (ms) (ps) | (us) | (us)
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B - Response time

B - Server encryption

process time
< Client > < Server >

i (Qs,ds) < ECDH_Keygen '

p ’70 1ok | (Pkssks) < NTRU Keygen |
slipks
(Qc1.de;1) < ECDH_Keygen |
s81= dep X Qs
(ay,ss';) < NTRU_Encap(pks)
s Hybrid key(ss,,ss;)
| cty < Encryption(pty,ss ) Qeallarlicts “
ss; =ds X Qe

ECD!
552 = de2 X Qs
(az,5';) — NTRU_Encap(pks)
s 5 Hybrid_key(ssy, 5s'2)

ct, « Encryption(pt,ss +;) Qaliliet
—' c2llazllct, '—‘

ss'y « NTRU_Decap(sks,a;)
55+ Hybrid Key(ssy, 5s')
Pty « Deeryption(ct;,ss 1) )

eygen

Fig. 14. Define response time and server
encryption process time for SafeE2e product
experiment

= 699ue] BV} ZUtstA|uE, o= AlAl Au] 2ol
A Z S FA S Aow Akt 7)1E S
A Mu|zelA AbgE 7 9lE ECDHE Javael
A FEe] gejglen F7KE 754l NTRU<9
KDF¥& JNIE olgsle] C& &3}l webr 7]
£ ECDH 4%d NTRU ¢x2]&3 KDFe 4%
7} F72 4~Q¥c) o] 7| ECDHWHS A48
S o9 &% dn] A= & oF 6.96ms A= A7t
o]l o 2849 Zlog FA%Ir}

i
[\
i)
=2
X
¥
ol
ok
>
)
i,
P
ok
o
(z
o
[t
N
i

& WA § KDF-1o] 7P Z844S 2lstsict.
4 AAE nie s 7P 584l 7] A3 WAS
A Al A-88kr] S S A1

A selre|= whAe] Holy gEst 7)es
A8 FAFAL dlolufe]EL] Safeli2ec]r}.
SafeE2ew dlole] </%3stel] tA7] daelE
SEED-128% AR-3led, diA7l= 7] wit 344
= &3 AT leutelE AA7IE ARSRITE L A
9] 7] a% dae]EE sfolu= KDF-1 =9
< mar, NISTO =1 =4 7lvb 3787 o2
ECDH Curve25519¢} AN 3
NTRU-hps2048509%& A}-8-gkct,

it A8 AES e B A 42860 A}
43 P-256<% Curve255192 W7slolon, Fig.
10.¢] KDF-19l W+#¢] HKDF 3= o4l 343t
(SHA2-256)5 A-8-38k5ict. ®A el A

+
2
+

¥ AR FAA Curve255197F £=71 o e}
AT ko2 HKDFol+= salt #tel AR
=dl, webA o] & A7ME ARSALE Zhel viE 3
frd Agoldet. oht, AHAel salt® +F3hk= A
= 67708] NEA S FepoldEet 1718 Fot3]
Awzkel g salts A4, #Elske o) HAs)
Al 5] AAAL Fol|M= L3P ol A 7
2 bell $gict. o]l KDF-1 wWlel HKDF9]
718 dwe]=el SHA2-256< o]8-3he] dntsk ot
s3lsl Hgdrh. 712 KDF-1 wWHjo] KDF-2,
KDF-35rt} 34 APl ZZEo| §l&y Wz}
7 Herng SHA2-2564 A83F KDF-1 HH
= 7P wEdka 4 £ A8k

Aulel Adg #74e Linux 5.15 Intel(R)
Pentium(R) CPU G3260 @ 3.30GHz 2CPU,
8GB MEMel4 OpenJDK 11 spring boot
web applications AHE3laL, FElo]dES] Al¥
274 Windows 10 Intel(R) Core i3-9100
CPU @ 3.60GHz, 8GB MEMe®l4 OpenJDK
11 apache jmeter (1-thread, 10-loops)< A}

Table 5. Key exchange algorithm and
parameters of SafeE2e product

(data unit: byte)

Mathemat
Algorithm ical

Problem | PK | sk | ct | ss
ECDH )
NIST | DIt gyl g | - | a2
Curve25519 | ~o8arithm
NTRU-hps
2048509 NTRU 699 | 935| 699 | 32

Table 6. SafeE2e performance measure
according to encrypted data size

Encrypted data size

1MB 5MB 10MB | 100MB
Response
time 1.115 2.376 3.776 35.373
(sec)
Server
encrypt
process 0.036 0.158 0.311 3.093
time
(sec)
Latency 3.18% | 6.63% | 8.24% | 8.74%
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Ssto] Alsiglet. Aol AHgEE 7] it e
3t setele & 8okstyl Table 5.9 2}

dzdtste ey 278 7Iees Al &
Az 2 A sk ARl Azke AR A
Table 6.3 Zrt. SFAZk2 M kg A2] A
< Fig. 14s} o] Aejsta Hd< AXtstsiet. 5
A dolE 27wk} se|Hel= 7] wahe 233
dlole] ¢testE 104 Aldsialet. PQCe] AfH]
2 AdE2 S Akl A kg A2 A7kl
AAeke wlER, dHold =7|7F 10MB olideld
dlele] =27] wisel wjaste] x|elgo] A F7let
A e e #elslsict

g\

el

e

V. &

rhu

£ el S Aplse] ZREZ ok
A s SRt AAskErE A8 selres
7] W ZREES Aokt ARE S dA A
Hlzells 3714 sfelre|= 7] A3 WA F
KDF-1 wje]l 7P A3hgks gk =3t
NIST PQC F=ANe] Sehe= A7k F1 o
aelF F /M =3 NTRURE AA| An|ze] 44
& olee HAPc webd KDF-1 #HAel o
A

~ |
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