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ABSTRACT

Containers are an emerging virtualization technology that can build an isolated environment more lightweight and faster
than existing virtual machines. For that reason, many organizations have recently adopted them for their services. Yet, the
container architecture has also exposed many security problems since all containers share the same OS kernel. In this work,
we focus on the fact that an attacker can abuse host resources to make them unavailable to benign containers —also known
as host resource exhaustion attacks. Then, we analyze the impact of host resource exhaustion attacks through real attack
scenarios exhausting critical host resources, such as CPU, memory, disk space, process ID, and sockets in Docker, the most
popular container platform. We propose five attack scenarios performed in several different host environments and container
images. The result shows that three of them put other containers in denial of service.
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Table 1. The performance reduction rate
measured from different test machines and
container images.
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Table 2. The disk usage rate measured from PID Maximum
different test machines.
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Table 3. Summary of experimental results of
attack scenarios according to test machines and
container image versions.
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