117
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.33, NO.1, Feb. 2023 ISSN 2288-2715(Online)
https://doi.org/10.13089/JKIISC.2023.33.1.117

AXAE FHE o33 I5A ALl 9 587134

A Study on Preferences and Utilities of Digital Signature Certificate Choice
Factors Using Conjoint Analysis

Whanchul Kang'*
Yonsei University (Graduate student)

Ay Al (20200 12, 10, A2z Azt ohekdl Q13x7 2450 AAstw gloh, x| d3
ol iy ITEAE JAQ AFA AR Hffol FoA L glon Axel= AFE FAF Ao 5=

o} ool &m|Abe] <lFA AdEleclE Fefsta, Ad=laclE Zel

to

o
N
s
e
2
=
(O
N
fa

SO
©
ol
e
>,\I
flo
N

i
o
=
N
m
[40
(w22
e T fo poh oy

Y, e
U

Eﬁ;
i

o >
iob.
= o
o =E

84 (HeA)) S Aslele AE AMacle R A AEEAE sl w4 A,
Aol £ B4R dehdh the 20 Q%A ASu, mwasl 44, 94 (heR)
F85w7h vehdet,

e
o

ABSTRACT

Due to the full revision of the Digital Signature Act (enforcement on December 10, 2020), various certificates are being
released and competing in the market. Under fierce competition, the certificate market share of large IT platform companies
is increasing, and it is predicted that they will eventually monopolize the market. Therefore, identifying the consumer’s
certificate choice factors and understanding the difference in importance between the choice factors are essential elements for
establishing a company’s strategy for the certificate market and product positioning, and are key points in setting the
government’s certificate policy direction. In this study, consumers’ certificate choice factors were extracted based on the
details of preceding papers and surveys, and based on the extracted choice factors, 4 choice factors (reliability of issuer,
program installation, certificate usage method(how to use), versatility(where to use)) were identified through a Delphi survey.
As a result of conjoint analysis by conducting a consumer survey with selected choice factors, the reliability of the issuer
was found to be the most important utility value. In order of importance, the certificate usage method(how to use), program
installation, and versatility(where to use) appeared.
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Table 2. Expert panel for Delphi survey Table 3. Digital signature choice attributes
(Second Delphi survey)
certificate .
substance parameters career attribute level
. : institution requiring strict
Dl.g.ltal.agnatgre 5 ~ 20 identification (bank, stock
certlflcatl(?n business vears reliability of firm)
First survey operator " 3 .expferts issuer insti.tutio.n rqui?ing.
- 8 experts Research institution : | 20 ~ 25 convenient indentification
3 experts years (platform, mobile company)
University Professor : 20 years mobile phone id'entiﬁcation
2 experts level of .2 fagtgr (mobﬂe phone
Digital signature identification 1dent1f1cat10.n- * .account
A . 5~ 20 authentification)
certification business P
operator : 5 experts years related real nanie verification
T to issue security program
iiisgs Researé:h institution : | 20 ~ 25 program installation
- 15 experts years installation app intallation
experts | University Professor @ | o vears no installation
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Table 6. Certificate profile after excluding non-realiistic certificate on 27 certificates generated by SPSS 26

R . program versatility
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. i i i iri . . . . — +
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certificate 4 Sttt reauiring no installation PIN/pattern e-government
strict identification
institution requiring
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indentification
certificate 6 institution requiring app intallation PIN/pattern most uses
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. . security program

certificate 7 convenlient . . passwd most uses
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security program
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. L installation
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wet.

Table 8. Selected digital signature choice
attributes

attribute level level | part~
type | worth
prefer tf).exlstlng A 0.68
certificate
institution requiring
strict identification B -0.24
reliability | (bank, stock firm)
of issuer institution requiring
convenient
indentification C -0.44
(platform, mobile
company)
staion | A | 08
program
installation app intallation B -0.08
no installation C 0.39
password A -0.37
how to use PIN/pattern B 0.01
BIO information C 0.36
most uses A 0.14
versatility |e-government + part
(where to of financial B -0.01
use) institution
e-government C -0.13
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FLEZ 7T slek WS 24 F45 e

il

&L Fosith Table 7.9 F#71x]9] #9571
Hhez S A e (AW - AR E T
8l 2Eslsid Fig 3.9} 2}

SAE e EETIEe AR 9 AldE
ol el 7Hg Fosl AAE e AR B
TE AgstaAE efadabella] AAlE FHEka,
g Al AHE ste AFA 544 AlF
AL A AR AllERlS eshs SIS
7P AEEE o 5 oolvk, ZRas A 2 AR
B AR W ARAPE 27 ke 3k
Ame] Az gs vhehla glek. o]l whs) ARg-Al=
Aidez o F83 oz iEed o) diy
o] ARgAPE FE ARSlE S8Rk 71
AFA me FH7IRATA(FHATA ZHR A
Sota 9, W24, FAHS E37E o) A
A= ohF dFAE ALl glo] AREA el
el & ol glas & 5 olvk =3 dulk R
71 ' Y adE 52 Fol 4] glolm it
AR 7Feste] AlFAe] ARgAlel djs] T
e ekl 57t Fe e & 4 sleh

Attribute Importance
45.0%
399%
40.0% -
35.0% -
30.0% -
24.9% 25.7%
25.0% -
20.0%
15.0% -
9.4%
10.0%
0.0% - T
reliability of program how to use versatility
issuer installation (where to use)
Fig. 3. Attribute importance
A A =
4.3 §M9| =FY ZQE

s
2l ke A AldEelE Fake] Al3zke] o
o HAel o3k v 7S Ahdele e As
g & 5 olek ool whal| e R i
o] A=A 2 Al pEelA s Ao U
Fi7H(-0.44) 5 FoIdE & 5 vk 2Ed o
o2 A= FF A Wae FAAIRE AL
Anke]l Hegs Fyshe AR A2 W3t Ao
2 ot
zead Axe sy 7 ddeiMe

7 Az 3eh0.39). 2 H"&_il%u
AF&ZPP ol ol gsfof & uf vt )=
o2 FE7PA7F P Gobeh(-0.31). B A
suplellx] of A el °‘*6H 471 miitel
AR A 3A LRlE el o
o 5 sieh

ARERe] = R slelxle AR
7199l eEshdA BARd oAb Ak SeAkE
Yol shz v E FaskA] ¢ AR o
ERdTh(-0.37). o]ell Hlsj nlo]eAn o] §]H2 Fagh
AR eRg=r(0.36), ol He] AvtEE A
Hle] AR} HshE 3 ARGl Wik At 2
AR edtir] nlol oA w qlHS AEFS o 5 9l
o}, w3 7ol oEetA] ol Ao RN AR
= S, AREA e giHo] Qlr] wiEeldt.
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