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ABSTRACT

According to a continuous attempts to manipulate content on portal sites using automated programs, a Naver, one of a
portal site from Korea, is also trying to secure and analyze the programs to respond to the attempts. However, since some
of the programs are secured by obfuscation tools, it is necessary to develop de-obfuscation technique. In this paper, we
analyze a ConfuserEx, which occupied high percentage from obfuscation tools that applied to obtained programs, and
propose an automated tool for de-obfuscating to save time for unpacking.

Keywords: ConfuserEx, .NET obfuscation, Unpacking
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Rate of applied tool

ConfuserEx
15.8%

Eazfuscator
Etc. 15.8%
52.6%
dotFuscator
10.5%
. Themida
Enigma 53%

5.3%

Fig. 1. Rate for applied obfuscation tools
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Member | Offset Size Value ‘ Meaning
Flags 00000A12 |Word |0001  Click here
Name 00000A14 | Word | 0001 label1 I
Signature | 00000A16 |Word |00C9 |Blob Index

Fig. 2. User defined name stored in Metadata

Table 1. Obfuscators that ded4dot supports

Obfuscators
Agile NET Babel NET
CodeVeil CodeWall
CryptoObfuscator DeepSea
Dotfuscator Eazfuscator. NET
Goliath. NET [LProtector
MPRESS MaxtoCode
Rummage Skater NET
SmartAssembly Spices.NET
Xenocode .NET Reactor
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switch ({num2 = (num ~ 3616383770030 & 4400
{

case 0OU:
GFormd, smethod_1(this. textBox_1, <Module=, smethod_2<stt
num = 318589248410
cont inue;

case 1L
GFornd,smethod_10{this. textBox_2, new Foint{271, 65N
num = {numZ + TIEE031300 ~ 401823016300
cont inue;

case 2U:
GFormd, smethod_11(this, label_2, <Module=, smethod_S<stri
num = 332974200110
cont inue;

Fig. 3. Unavailable to deobfuscate ConfuserEx
by deddot
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Table 2. deobfuscating tools for ConfuserEx

ConfuserEx deobfuscators

ConfuserExSwitchKill
r (12)

ConfuserEx-Anti-Deb
ug-Remover(13)

NoFuserEx(4]

Netguard-Unpacker
-Public(5)

ConfuserEx-Static-Str

ClarifierEx(6) ing-Decryptor(14)

Rzy-Protector-vV2 ConfuserEx-Resources

-Unpacker(7) -Decryptor(15)
ConfuserEx-Dynamic ConfuserExResourceR
-Unpacker(8) eplace(16)
ConfuserEx-Unpacker

“Mod-By-Bed (9] ConfuserExTools(17)
ConfuserEx-Unpacker Unscrambler(18)

-2(10)
Krawk-Unpacker(11)

EasyPredicateKiller(19)
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‘Constants’, ‘Resources’
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AL 71E AR g #
Ald ARE Fig. 4.9 % l 4}
Hejo] wjdZ AAsla, ol A=ZHs A

sl
Witell Akt el Fig. 5.9k 2ol A ul
dollA IS dlofes FE BB, o)E o]
3 TAEE delems v|E F=E AT
[e)

Resources’ 41 a])vk ARE AR 9=
A

‘Anti-IL
‘Protection hardening,

disassemble’,  ‘Control  flow
‘Invalid metadata’,
Reference proxy, ‘Rename’, ‘Type
scramble’, ‘Watermark' &4elct. ‘Anti-IL
disassemble’ 42 Windows SDK(Software

Development Kits)elld 718 |g3l= vlo]ER
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Table 3. Protection options for ConfuserEx v1.6

Protection option Description
Anti-debug Check debugger is running
Observable Anti-dump Damage header within memory
during Anti-tamper Conceal bytecode
execurtion Constants Conceal #US stream data
Resources Conceal resource
Anti-IL disassemble Set SuppresslldasmAttribute
Control flow Shuffle code order
Protection hardening Check other protection works fine
File Invalid metadata Add invalid metadata
modified Reference proxy Add wrapper function
Rename Rename into inexpressible character set
Type scramble Set type to generic(T)
Watermark Add watermark

= w3e] & =79 ILDasme| tize{AlE
(disassemble)& 3| UEE A=
‘SuppressildasmAttribute’ ZFHA(22)5 2E
o F7}3kt}. ‘Control flow §4 £3pdog v}
E}‘/Pﬂ e Z=E F4lo] A3 £A4E getsi] o
gA e Flg 6.3} 7ol AE AHsy] ofH

d 3 E718l==E switchyl goto &
9| ”é‘%“ﬂ% AAdsta,  wbEEeZ bl
‘Protection hardening §4-& t}& fAle]l A%
| Aol AR AR 4 glon], o HE JSE
o] AR 2Falal gl=A] e FAS Y o
#HA e =

‘Invalid metadata ¥4-& &4

Fig. 4. Decoded constants stream on memory

int count = (int)<Module>.byte_Olid] |
(int)<Module>.byte_0[id + 1] << 8 |
{int }<Mody byte 0[id + 2] << 16 |
(int)<Modules.byte_0[id + 3] << 24;

string result = (T)((obiect)string. Intern(
E ding.UTF8.GetString(<Module>.byte_0, id + 4, count}));

Fig. 5. Generated code to read decoded
constants

7V metadata AEE o Frle) B4 =97}

2AEslE® fxdth Metadata dslltielld] 2=
Yo S YehllE ‘NumberOfStreams kel

solva, Fig. 7.3 zo] zr7p 22 71 ~EFY
738t} ‘Reference proxy +4-2 ¢% ZE
45 &8 d9 (wrapper) 355 A
71 =X ] s AA N 28
IEIEE e Ao 353 oY RE
t ARIF ulE JehgA] ¢orR Tl §
g2 detslr] oA wkErh ‘Rename’
metadata Aol £A15= & name AR
SCIT ¥4 5o A ¢ gle w42 WAs
. Type scramble’ ¥4 F=olA ‘/}E}‘/H%
3lS generic(T) & upto] 7+ W2 o
317 oA whET Watermark' A

o

i)
r[o r1r

to rft S aju n:}f e 1o, oy _H o, rulo m1
[st9)

+ 3

flo ot Pﬂ

uint num = 20839397631,
far (200
{

uint numz;
switch ({num2 = (num ™ 15124960660 )) & 407
{
case 0
HuZOOEHUZ0GERLZ06CH0206Eu202BHu206CHuZ2000%02 024020
WUZOGFYUZ000YuZ020Mu202ENUZ02E U206 UZ0ZEY U206,
Hu202a%u2000%u202EWu206EY 2064 u200BYu202EH 20204,
num = {num2 + 23678088870 ~ 35886033841 %;
cont inue:
case 1L
HuZ00EYu20GEH U206 CH U2 06ENu202BWu 2060020004202 A% U2l
Hu20GFHu20008 0202080 202Eu202EH U206 A UZ202EH U2 0G0
Hu2020Mu2064H0202 080 206Fu202CHu206EHU200F Hu2 060,
num = (numz + 11276868820 ~ 39162894000 )
cont inue:
case 3l
goto IL_05:

Fig. 6. Control flow protection applied code
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Offset Size Name

Dword Dword szAlignedAnsi
000000A8 0000108C L
00001134 00005CB8 #Strings
00006DEC 00000010 #GUID
00006DFC 00000688 #Blob
00007484 00000010 #GUID
00007494 00000004 #Strings
00007498 00000004 #Blob
0000749C 00000004 #Schema

Fig. 7. Abnormal stream lengths for invalid
metadata
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Table 4. Process for unpacking ConfuserEx v1.6

No. Process Object options

1 Dump memory Anti-tamper

Anti-dump

2 Restore header -
Invalid metadata

De-mangle name Rename

4 Remove wrapper Reference proxy

Anti-debug
5 Conceal debugger - -
Anti-IL disassemble
Restore resource Resources
Restore string Constants

Restore control flow Control flow

O [0 | 3|

Remove obfuscator | Protection hardening

o
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Fig. 8. Loading resource module via

Assembly.Load
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Insert IL code

|darg.0
call void [mscorlib]System.Console: :WriteLine{string)
Index Offset OpCode gperand |
L _— — L}
0 0000 call lass [mscorlib]Systen.Re
1 0005 call class [mscorlib]Sy t Y
2 000A callvirt instance bool [mscorlib]System.Object::Equ
H
268 02F6 Idloc. 1
-_— _— _— _—
269 02F7 ret
call void [mscor|ib]Systen.Console: :WriteLine(string)

Idloc.

Fig. 9. Insert IL code to log parameter and
result
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Fig. 10. Components removed
initializers
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Fig. 11. Architecture of unpacking system
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17:35:26.026 T <Module=:: smethod_3=<T={Svstem, Int32)
17035025, 028 -350888985

17350 25,032 GetEnvironment¥ariable

17:35:25.044 T <Module=::smethod_4<T=(Systen. Int32)
1703525, 045 72716576

17:35:26.046 1

17:35:25.048 T <Modules: . smethod_G<T={System. Int32)
17:035025,050 2100648546

17:35:25,0581 COR_EMABLE_PROFILING

Fig. 12. Logs left while running hooked code
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Table 5. Result from de-obfuscation system

File Rsre Patch | Stg 1 | Stg 2 | Man

Test 1 21 6s 1s 41m

Acq 1 291 | 23,191 12s 57s -

Acq 2 125 265 9s 25s -

Alelsle Al 2~ES gaix] o atglo g g5
= 7k A

confuser!” #AtES A g 4 9o}, aBlw
W] o] 5E Bt HH2z old labell’e]
label 002 th2A vepA|ut, o]= As sFe]

£ 9% vAA g

Obfuscated code

this. label .0, [<Module>,smethod.2<string>{l1504336802) );|
T <Module>:smethod_2 <T>(System.Int32)
From log: 1504936802
Hello confuser!

Restored code

[this.label_0, ['HelTo confuser P |

Original code

[this.labelt.Text =["HelTo confusert} |

Fig. 13. Restored code in comparison to original
one
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