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ABSTRACT

CBDC has characteristics similar to e-payments in which all records are kept by logs, so it is difficult to satisfy the
anonymity level of cash. Therefore, in this study, the CBDC model that encrypts all transaction contents using the
Diffie-Hellman key sharing algorithm was presented to enhance anonymity. The proposed model provides unlinkability and
untraceability. In addition, a CBDC certificate that uses pseudonym is used. Through this certificate, illegal transactions that
require tracking can be tracked later by authorized institutions.

Keywords: CBDC, Blockchain, anonymity, anonymous certificate
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Table 1. Anonymity methods

Platforms Privacy | Anonymity
Dash PrivateSend
Zcash zk-SNARKs Stealth Address
i . RingSign,
Monero RingCT Stealth Address
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Fig. 1. Concept of proposed model
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Table 2. Differences of X.509 and CBDC Cert.

Values X.509 Cert. CBDC Cert.
Subscriber Real name 1D
Name (pseudonym)
Public.Key o o
(for sign)
Encryption Key X @)

2 AT d3A g 3Ald" CMP
(Certificate Management Protocol, RFC4210)
HA4(15)8] AL AT eE 3, 5] LdFa
AL 33 9 AAE Fig. 3.3 2o

H Identity ‘

‘ Subscriber authofirty

@ Cert Rea. - *

@ D
® ID verification Req i verification d CA
resut (Certificate

@ ID, Public Key(for sign), encryption Key, Autfort)
Nonce
- Public Key : & N(RSA algorithm) o e .
(private key = o, where exd mod N = 1) .

- Encryption Key @ Yaf=g*® mod Pa)
(private key = Xa@)

Fig. 3. Procedure of Certificate Request
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Table 3. Crypto factors of subscriber

Crypto factors Algorithm Usage
e(private key), Signing and
d N RSA verification
Xa(private key), discrete Payement
g P Y, logarithm encryption and
(=£" mod P,) g decryption
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C CBDC Authority

Y, = g mod P,

ZC= ZF = g mod P,
KC = K® = g% mod P,
(CA s private key = R)

Z = g% mod P,
K= g%mod P,
(CBOC's private key = C)

Z, K

Fig. 4. Calculations of crypto key
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Table 5. Pre-transaction No. and Private key
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extnValue OCTET STRING | ion No. (7x) | AB367F01) numbers of
Hexadecimal of
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Table 6. Crypto factors of A in transfer message

A's Crypto Factors Initial vectors

Details

encryption key(Yyp)

Sharing key(Kap) from Cert. B (Yp)¥*=(g"mod Py)** = g**mod P,
Receiver key(Kare) encngr:ogefteyl(;(@) (KOX*=(g"mod Pp)** = g% Cmod Py

Payment message(m) New:Tx'| |IDb| |#60. New

Spent:Tx2'| |IDa| [#70, Spent:Tx3'| |IDa||#30,
‘Tx | [1Dal [#40

(C|I" delimiter)

encryption key(ZC)
from Cert. B

Encrypted message
(EKabrc(m) )

KabRC =

(Zo)* = (g®*°mod Py)**mod Py
— gXaXbRCmod Pb

Token values H70, H30, H60, H40

Hash

values with prefix S, N(S=spent, N=New)
H70 = S|IH(Tx2'||1Dal|%70),
H30 = S||H(Tx3'||IDal|%30),
H60 = N||H(Tx'| |[IDb||#60),
H40 = N|IH(Tx'|[IDal|%40)

Singing value(Sa)

).

A's Singing Value of Transfer message
: Tx, Kab, KaRC, Exapre(m

H70, H30, H60, H40

CBDC Node Receiver(B)

® Decrypt the Egarelm) and
calculate the token values

@ Kerg, Eranc/m)

reply the foken values

(Hn, Hy, Hy Ho)
- Cryto caloulation of B © (Kard)™ mod Py = £ “mod Py

® Payment validation and
save the new tohens

Fig. 7. Payment validation of CBDC node
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Table 7. Broadcasting message for consensus

Message 1. CBDC Block
Block number

Header : Node name, timestamp,
Number of transactions, Nonce,
Hash value of previous block
with Nonce

—  node 2

—

Transaction details(n) node 3

1:Tx, Kab, Kare, Exabre(ml),
H60, H40

2:TX2,, Kxx, KXRCy EKxxRC(mZ),

Hx. Hy node 4

n:Txn’, K, Kire, EKgnre(mn),
Hn, Hm

Node's sign value

Message 2. Token used
- H70, H30..., Hm(bit ascending order)

A wlA ARl CBDC EEelA] sl

=)

=

248l AL 913 WEe Nonce #S E3ste=
d], o]A B2l Nonce 3& E3sle] 413 2=}
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Table 8. Information of Block

Block number

Header : Node name, timestamp, Number of
transactions, Nonce, Hash value of previous
block with Nonce

Transaction details(n)
1:TX', Kap, Karc, EKabRc(ml), H60, H40
2:Tx2, Kyx, Kire, Exxre(m2), Hx, Hy

n:Txn", K. Kinre, EKgre(mn), Hn, Hm
Node's sign value of Block
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A= ﬁm o, olei Xé o1 g5}o] A
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Decrypt E&bﬂdm), (Kab)R mod Py

and calculate the put
token values

Payment validation and (¢  Reply the token vaues
save the new tokens  ©  (Hp Hy Ha Ho)

- CBDC Authority © (K™ mod Py = £ md Py

Fig. 8. Concept of Authority Validation Model
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Table 9. Example of transaction process

. . Transfer
Payer(ID) OTP Holding Tokens Payee(ID) Amount
. W70 + W30 .
A gangBOI | 990315 | (58a2b072 sang801039] | 70won) B: yoonaba6l3 w60
a (ef71¢099] |sang801039||30won) b
C: yshe872591 W80 D: chan427010
(X = 222) 123456 | (1,992,013 |yshe872591][80won) (X4=789) w30

step 1. Tx A : 87edf398, Tx C : 4fc15e38
step 2. A's Crypto factors : Ku,=18099, Kure = 7968, Kapre = 12798
step 3. Encryption(AES128 CBC mode) (A’'s message)
- Exabre(m) © gAABJEFmQ6PQGRB9....3K9eGPiDwbYzY
step 4. Token values(examples)
- spent H70(A) : 42db4ale3f7b87a2079f12c¢316745d4509e7e46961571546d28071bfaf81f52¢
- new H50(C) : b3234d220bfd6a247622504fb1955fbb830efeabac40360194d0affbdd0ce5d4
step 5. Transfer message(M)(A's message)
A [ Tx : 87edf398, Kab : 18099, KaRC : 7968,
EKabRC(m) : gAAAAABJEFmMQ6PQGRBY....3K9eGPiDwbhYzY2QE4P4yh
Spent : 42db4ale3f7b87a2079f12¢316745d4509e7e4696f571546d28071bfaf81f52c, ...
New : b3234d220bfd6a247622504fb1955fbb830efeabac40360194d0affbddOcebd4
Sa ¢ 5ILx2NgPTDB;j...... KW2J1thgxV7xwReFc J, Acert.der, Beert.der
step 6. Block information(example)

Index :

Constructor(Node name) : Nodel

Timestamp : 2022-09-08 09:02:05.049865

The number of transactions : 2

Nonce © 164

Previous_hash : 00f4aabbd68c¢7238ec2773411a0afe0210d99939dcb2a753afle6b12e54b60ch

Transactions

1 'Tx': '87edf398", 'Kab': "18099", 'KaRC’: "7968", 'EKabRC(m)’: "gAAAAABJEFmMQ6PQGBY...3KGPiD
wbYzY2QE4P4yh’, 'New’: '51c836d8f368fb8be5782d8fa33f7b7adfee61a995¢644c¢24670c6bf8f70bdb8

9 -

Table 10. Pseudo code of blockchain

# Python Code

def proof_of work(zeros=2): # difficulties
global nonce
global proof

nonce = 0
proof = generate hash()
while proof(:2) 1= "0"*zeros:

nonce += 1
proof = generate_hash()
return proof, nonce

def generate_hash(): # Hash of block with nonce
block_contents = str(index) + str(node_name) + str(timestamp)+ str(number_tr)+ str(nonce_pre)
+ str(previous_hash) + str(transactions) + str(signature) + str(nonce)
block_hash = sha256(block_contents.encode())
return block_hash.hexdigest()

proof, nonce = proof_of work() # for genesis block
for i in range(1.len(list) +1):

timestamp = datetime.now()

number_tr = len(list)

nonce_pre = nonce

previous_hash = proof

transactions = list(i-1)

proof_of work()
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Table 11. Comparison between proposed model and platforms
Categories Bitcoin Zcash Propsed Model
nlinkabilit © © ©
An.ony u a M (address:public key) (address:public and stealth) (block encryption)
mity untracability X N ¢)
Block generation PoW PoW(Equihash) Consensus(Raft)
Payment Sender’s signature Sender’s signature Sender's signature
Authentication & & (ID Cert.) and TA
Wallet Not fixed Not fixed based on TPM
Payment validation UTXO zk-snark UTXO and recelver
(or Authority)
* shielded(stealth) address used only
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