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ABSTRACT

With development of computing and communications technologies, IoT environments based on high-speed networks have
been extending rapidly. Especially, from home to an office or a factory, applications of IoT devices with sensing
environment and performing computations are increasing. Unfortunately, IoT devices which have limited hardware resources
can be vulnerable to cyber attacks. Hence, there is a concern that an IoT botnet can give rise to information leakage as a
national cyber security crisis arising from abuse as a malicious waypoint or propagation through connected networks. In
order to response in advance from unknown cyber threats in IoT networks, in this paper, We firstly define four types of
We firstly define four types of characteristics by analyzing darknet traffic accessed from an IoT botnet. Using the
characteristic, a suspicious IP address is filtered quickly. Secondly, the filtered address is identified by Cyber Threat
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Intelligence (CTI) or Open Source INTelligence (OSINT) in terms of an unknown suspicious host. The identified IP address
is finally fingerprinted to determine whether the IP is a malicious host or not. To verify a validation of the proposed
method, we apply to a Darknet on real-world SOC. As a result, about 1,000 hosts who are detected and blocked
preemptively by the proposed method are confirmed as real IoT botnets.

Keyworkds: IoT, Botnet, Preemptive detection, Darknet, CTI(Cyber Threat Intelligence)
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INPUT: suspicious IP set L
benign IP set Bip
malicious IP set A4,

OUTPUT: updated suspicious IP set L

SuSp

susp
1: for ip in L, do
2 if ip in B;, then
3 Loy < Lgyspy - P
4: else if [P in A, then
5 Lousp < Lyusy ~ P
6 else
7 pass
8: end if
9: end for
10: return L,

Fig. 3. Identification Algorithm
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INPUT: suspicious IP set L.,
OUTPUT: malicious IP set ;..

I Lpyer = 9

2: for ip in Z,,,, do

3 x < OS fingerprinting(ip)
4 if z has [oT OS then

5: ip is loT

6 Lypiner < Lyopner U 4

7 end if

8: end for

9: return Z,,,.,

Fig. b. Fingerprinting Algorithm
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Table 2. Darknet Environment and Dataset
Statistics

Darknet Dataset
(destination) (source)
Num. of
hosts (IP) 8,192 133,234
Num. of
C-class 32 532
Collecting
period 7 days
Total Num. 450,705,093 times
of hits
Types o.f hosts PC, Server, IoT, etc
(terminals)
UID, ethernet header, IP
Features header, Protocol header, packet
data, time, location
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Table 3. Results of Filtering Process Table 4. Results of Long-term Tracking
SR PR FQ RG Term 1 2 3 4 5
(month)
30<N | 5>P Malicious resg. 357 443 527 600
P . <
aram. | 40 <k |lsec=<e| " o) | (cam (incr.) 288 | (Voo | (+86) | CGraw | (+13)
Hosts | 78,324 | 52,277 | 21.897 | 12,188 Term 6 7 8 9 10
(133,234) | (-54,910) | (-26,047) | (-30,380) | (-9.709) (month)
Malicious reg. | 663 780 806 843 9711
(incr.) (+63) | (HID | (+26) | (+37) | (HB)
o2 EREHSACE o]ox & 303F] o3| WA
271 9 c-class 571 WY o]Ake] WA AR ooz =25 Y sHel & 2= 9t} o] ujY
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Appendix A. Examples of detected malicious |oT botnet hosts

b A Rkl AN AEe 54

W 3 ok AlolnlabAE o] A4
bougkabl S4do] wieE AT 29
o= %M & 4 glon, Aelulakaal

Idx.| IP address Czlég‘;ry Dar}éz‘i hit | CTI rgi:tered Matlsi’(;i:us Access port
1 178.49.%.94 RU 2022.01.01 2022.01.12 Mirai 23, 80, 8080
2 36.89.7.29 ID 2022.01.01 2022.01.15 Mirai 23, 80, 8080
3 203.198.7.30 HK 2022.01.03 2022.01.21 Mirai 23, 2323
4 | 94.181.*.117 RU 2022.01.04 2022.01.19 Mirai 23, 2323
5 | 103.220.*.178 IN 2022.01.01 2022.01.16 Mirai 23, 80, 8080
6 212.3.%.82 RU 2022.01.02 2022.07.26 Mirai 23, 80, 8080
7 94.240.* .34 PL 2022.01.01 2022.04.08 Downloader 80, 8080
8 1.36.%.101 HK 2022.01.01 2022.01.29 Mirai 23, 81
9 | 185.222.*.207 PL 2022.01.01 2022.01.29 Mirai 23, 81
10 45.224.* .26 BR 2022.01.01 2022.01.30 Mirai 23, 8080
11| 116.31.7.212 CN 2022.01.06 2022.01.16 Bruteforce 6379
12| 85.242.*.174 PT 2022.01.01 2022.02.12 Mirai 23,81
13| 131.196.*.20 EC 2022.01.01 2022.01.16 Bruteforce 23, 80, 8080
14 | 138.121.*.209 BR 2022.01.01 2022.03.16 Bruteforce 23, 80, 8080
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ldx. IP address Cocl(l)gt:‘y Darlgzsﬁ hit |CTI rgi:tered Mag}i,;i;)us Access port
15 | 145.255.*.37 RU 2022.01.01 2022.01.20 Mirai 23, 2323
16 | 182.188.%.145 PK 2022.01.05 2022.03.16 Bruteforce 23, 2323
17 | 187.161.*.109 MX 2022.01.03 2022.03.16 Bruteforce 8000,8080,8081
18| 85.122.7.196 RO 2022.01.01 2022.01.17 Webattack 23, 80, 8080
19 | 114.200.*.238 KR 2022.01.05 2022.01.18 Bruteforce 23
20| 121.157.*.114 KR 2022.01.01 2022.01.19 Webattack 23, 81
21 49.158.%.66 T™W 2022.01.04 2022.01.20 Bruteforce 23,2323,27015
22| 218.37.*.214 KR 2022.01.04 2022.01.23 Mirai 23,2323
23| 200.179.*.34 BR 2022.01.01 2022.01.25 Bruteforce 23, 80, 8080
24 1 119.160.%.220 BN 2022.01.01 2022.01.25 Bruteforce 23,2323
251 90.188.*.118 RU 2022.01.01 2022.01.26 Bruteforce 23,2323
26 | 217.79.%.142 BG 2022.01.01 2022.01.27 Bruteforce 23, 80, 8080
27| 123.213.%.223 KR 2022.01.06 2022.01.29 Mirai 23
28 | 190.63.*.194 EC 2022.01.06 2022.01.29 Bruteforce 23, 80, 8080
29| 179.208.*.204 BR 2022.01.03 2022.01.29 Webattack 23, 2323
30 | 185.124.*.175 PL 2022.01.02 2022.01.30 Webattack 23, 80, 8080
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