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ABSTRACT

Industrial control systems (ICS) are increasingly targeted by security incidents as attackers’ knowledge of ICS
characteristics grows and their connectivity to information technology expands. Vulnerabilities related to ICS are growing
rapidly, but patching all vulnerabilities in a timely manner is challenging. The common vulnerability assessment system used
to patch vulnerabilities has limitations as it does not consider weaponization after discovery. To address this, this study
defines criteria for classifying attacker skill levels based on open information including operating technology and vulnerability
information in ICS. The study also proposes a method to evaluate vulnerability severity that reflects actual risk and urgency
by incorporating the corresponding attribute in the existing severity score calculation. Case studies based on actual accidents
involving vulnerabilities were conducted to confirm the effectiveness of the evaluation method in the ICS environment.
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