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ABSTRACT

In intra-process isolation, file descriptors work as another attack vector from the memory corruption attacks. The attacker
can read or write by corrupting file descriptors so they can escape the isolation. In this paper, we propose new lightweight
capability-based access control system on file descriptor using ARM’s hardware extension, PA(Pointer Authentication). Our
system was implemented on Linux kernel module, only shows 5% overhead to control the access on the file descriptor.
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1| init();

s | enter();

4 | int fd = open{path, flags); // returns token
s |write(fd, buf, SIZE);

6 | exit();

s | read(fd, buf, SIZE); // This syscall will fail.

Fig. 1. Example code using system library
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Table 1. Cycle count for our system library and
common system call(*)

Lib function Cycle count
init 29486
enter 2186
exit 2193
revocation 2195
*getpid 2086
*open 9554
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Fig. 3. Latency benchmark of baseline
(unmodified lighttpd) vs our system enabled

lighttpd using Apache Benchmark(ab)
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