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ABSTRACT

Recently, with the development of the Internet of Things, research on protocols that can easily connect devices without
a Ul to the network has been steadily conducted. To this end, the Wi-Fi Alliance announced Wi-Fi Easy Connect, which
can connect to a network using a QR code. However, since Wi-Fi Easy Connect requires a large amount of computation
for safety, it is difficult to apply to low—power and miniaturized IoT devices. In addition, Wi-Fi Easy Connect considering
scalability is designed to operate in a wired environment, but problems such as duplicate encryption occur because it does
not consider a security environment like TLS. Therefore, in this paper, we analyze the Wi-Fi Easy Connect protocol and
propose a protocol that can operate efficiently in the TLS environment. It was confirmed that the proposed protocol sat-
isfies the existing security requirements and at the same time reduces about 67% of ECC scalar multiplication operations

with a large amount of computation.
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