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A study on the improvement ransomware detection performance using
combine sampling methods

Kim Soo Chul, Lee Hyung Dong , Byun Kyung Keun , Shin Yong Tae

ABSTRACT

Recently, ransomware damage has been increasing rapidly around the world, including Irish health authorities and U.S.
oll pipelines, and is causing damage to all sectors of society. In particular, research using machine learning as well as ex—
isting detection methods is increasing for ransomware detection and response. However, traditional machine learning has a
problem in that it is difficult to extract accurate predictions because the model tends to predict in the direction where
there is a lot of data. Accordingly, in an imbalance class consisting of a large number of non-Ransomware (normal code
or malware) and a small number of Ransomware, a technique for resolving the imbalance and improving ransomware de—-
tection performance is proposed. In this experiment, we use two scenarios (Binary, Multi Classification) to confirm that
the sampling technique improves the detection performance of a small number of classes while maintaining the detection
performance of a large number of classes. In particular, the proposed mixed sampling technique (SMOTE+ENN) resulted

in a performance(G-mean, Fl-score) improvement of more than 10%.

Key words : ransomware detection, sampling, imbalanced data, classification, machine learning
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