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Analysis of anti—forensic trends and research on countermeasuresucation
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ABSTRACT

‘With the popularization of digital devices in the era of the 4th industrial revolution and the increase in cyber crimes
targeting them, the importance of securing digital data evidence is emerging. However, the difficulty in securing digital
data evidence is due to the use of anti—forensic techniques that increase analysis time or make it impossible, such as ma-
nipulation, deletion, and obfuscation of digital data. Such anti—forensic is defined as a series of actions to damage and
block evidence in terms of digital forensics, and is classified into data destruction, data encryption, data concealment, and
data tampering as anti—forensic techniques. Therefore, in this study, anti—forensic techniques are categorized into data
concealment and deletion (obfuscation and encryption), investigate and analyze recent research trends, and suggest future

anti—forensic research directions.
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