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Improving the Security Policy Based on Data Value for Defense Innovation
with Science and Technology

Heungsoon Park*

ABSTRACT

The future outlook for defense faces various and challenging environments such as the acceleration of uncertainty in
the global security landscape and limitations in domestic social and economic conditions. In response, the Ministry of
National Defense seeks to address the problems and threats through defense innovation based on scientific and
technological advancements such as artificial intelligence, drones, and robots. To introduce advanced Al-based technology,
it is essential to integrate and utilize data on IT environments such as cloud and 5G. However, existing traditional
security policies face difficulties in data sharing and utilization due to mainly system-oriented security policies and
uniform security measures. This study proposes a paradigm shift to a data value-based security policy based on
theoretical background on data valuation and life-cycle management. Through this, it is expected to facilitate the
implementation of scientific and technological innovations for national defense based on data-based task activation and

new technology introduction.

Key words : Defense Innovation 4.0, Defense Security, Security Policy, Data Security, Data Life-cycle,
Data Valuation, Zero Trust
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