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[Abstract]

In this paper, a research trend of attack graph studies for Cyber-Physical System (CPS) environments is
surveyed, and we analyse the limitations of previous works and prospect the future directions. 35 among
around 150 attack graph studies conducted within 5 years target CPS, and we inspect key features of CPS
environment in the security aspect. Also, we categorize and analyze target studies in the aspect of modelling
physical systems and considering air gaps, which are derived as key features of the security aspects of CPS.
Half of 20 research that we surveyed do not reflect those two features, and other studies only consider one
of the two features. In this circumstance, we examine challenges that attack graph studies on CPS environment

face. Finally, we expect state-led studies or studies targeting open-spec commercial CPS will dominate.
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I. Introduction
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Fig. 1. Target systems of papers about Attack Graph
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VI. Limitation of Attack Graph
researches for CPS environment

Enterprise YEY3o] Ojst mlsj= CVE/CVSSU
CWE/CWSSe} o] #jobdol] it Score AIZahe Af
ot Y A=]FA (Cyber Threat Intelligence, CTI)
£ gxslel oln AT AWRoz RYstsp ]} i
o2 gosich s}AIgt CPS BoIAE A1A] 22 Al
AElo]| T3t o) w2 AsEt CTIF BE8t Alg o
2 A28 HelRht A A olElg Aok o
ot g0l 28 Al msfjo] et AMIAQl RAGS
571 $eide =2 AlA® R 71 FoF Aol AE

l-O

A|Ao] Eastth= SAI7E EATI:

AE, ool ASE AA™, CPS 3ol £3h=
AARIEOltL SiHtE AR 1 PE, % W
QT o2 Q3 Wslrt Aolsitt. ety BE 8o
AR CiEt e Yt CTIE BAldof ghsof
A0z 7|0 o gl J22fer CTI Alsdotal
sleiete olg wE AlAsld] £Ushi Hgats 2 w5t
oj2E Zlol4.

CPSoll thet 91%e gstete o 9lof & o2 A3
4 AR g CPS7H 7} 58 7RI Hojek o]
tH4b-46]. A sig AlARLSO] et gAIRE ARt
F7IEl0I9IR] 2 797t wot 91 ALeE 9J5t tlo]
el A8 A 91E 2ol e Yl g A
Az 2 =wolli AR =25 EoT Tl
CPSE thgoz 37 Jejng Astn BA3 F 97t
cjgRol it

ghl APAQl B 7 R ol TNt 5
ol & 4 9% TiTkpo] CPS MOH BA Ayt T 7
Zro] ZEx|5HX] 9= Zlo =z JHASHAL, =2 ojo] TA
e BARPE B ARl 1 0]59] Jate
chet.

VII. Future research direction

CPS= =1 A|ARID}: Afolw] AJARI0] AAE]o] QlTt
+ S0z Qs A|ARu ES FEeiehs Yol
Jolgd utof glon, 2] A|ARo tst malE LHEE
sl=gols e =l X|Al(Domain knowledge)o] =
Qsfct., 22y g2 CPS A|ARIEO] ot R = HoMY
o] olg-2 Z/E]olQlx] kon g Taist thAto] Wt &t
=8 A7t 8571 oy R ARo|o). TepA gdos
9] CPS 7ofAe] I4 T H=, Automotive &
S/ &8 AlAR0 Hoto] 22 ALHAY 22 57
gk =7 Ao tigh Bot A2 Yot =7 2o AUt
olfo|d Aoz WAl

gh, SM7HA] w2 CPS i 54 2= A= U
EQT W Jtto] tigt RS T QIR 4tk
2y JEHI &2 19 ERjs CPS7t Enterprlse
Cloude} #2 th A|AR} A28 = 235t 54 & 5}
L}OIEE A}Al)ﬂo] LﬂET:]:( 1;}7(4 :r1_7} EE“E'JOﬂ J,}o}
7} 428|ojof gt

CVSS9] temporal metricy} environmental metric

Ll



Feasibility Analysis on the Attack Graph Applicability in Selected Domains 63

4 N\ "

Base Metric Group

Exploitability
metrics

( Aftack Vector j (Conﬁdent\ahty )
Impact
Integrity
Gttack Cumpleme ( i )
Privileges Availability
Required Impact
User Interaction

Impact metrics

Temporal
Metric Group

Exploit Code
Maturity
Remediation Level

Report Confidence

i

N )

Environmental
Metric Group

Confidentiality
NModifed Bass Requirement
Metrics
Integrity
Requirement
Availability
k Requirement

Fig. 2. CVSS Metric Groups[47]
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VIII. Conclusions
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