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ABSTRACT

Purpose: The purpose of this study was to analyze the current state of drone terrorism response at such critical national
facilities and derive improvements, especially to identify problems in laws and systems to effectively utilize the
anti-drone system and present directions for improvement. Method: A qualitative research method was used for this
study by analyzing a variety of issues not discussed in existing research papers and policy documents through in-depth
interviews with subject matter experts. In-depth interviews were conducted based on 12 semi-structured interviews by
selecting 16 experts in the field of anti-drone and terrorism in Korea. The interview contents were recorded with the
prior consent of the study participants, transcribed back to the Korean file, and problems and improvement measures
were derived through coding. For this, the threats and types were analyzed based on the cases of drone terrorism
occurring abroad and measures to establish anti-drone system were researched from the perspective of laws and
systems by evaluating the possibility of drone terrorism in the Republic of Korea. Result: As a result of the study,
improvements to some of the problems that need to be preceded in order to effectively respond to drone terrorism at
critical national facilities in the Republic of Korea, have been identified. First, terminologies related to critical national
facilities and drone terrorism should be clearly defined and reflected in the Integrated Defense Act and the Terrorism
Prevention Act. Second, the current concept of protection of critical national facilities should evolve from the current
ground-oriented protection to a three-dimensional protection concept that considers air threats and the Integrated
Defense Act should reflect a plan to effectively install the anti-drone system that can materialize the concept. Third, a
special law against flying over critical national facilities should be enacted. To this end, legislation should be enacted
to expand designated facilities subject to flight restrictions while minimizing the range of no fly zone, but the law
should be revised so that the two wings of "drone industry development" and "protection of critical national facilities"
can develop in a balanced manner. Fourth, illegal flight response system and related systems should be improved and
reestablished. For example, it is necessary to prepare a unified manual for general matters, but thorough preparation
should be made by customizing it according to the characteristics of each facility, expanding professional manpower,
and enhancing response training. Conclusion: The focus of this study is to present directions for policy and technology
development to establish an anti-drone system that can effectively respond to drone terrorism and illegal drones at
critical national facilities going forward.

Keywords: Critical National Facilities, Threat of Drone Terrorism, Anti-Drone System, Illegal Drone,
No Flying Act.
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Fig. 1. Zone classification according to the concept of protection in three areas of important national facilities(Government
Complex Management Headquarters, 2019)
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Table 5. Current status of anti-drone system by type of national important facilities(by facility)
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Table 6. Current status of anti-drone system by type of national important facilities(step by step)
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Table 7. Local Aviation Administration's drone administrative disposition status
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Table 9. Improvement of the scope of no-fly zones under "the Aviation Safety Act, (draft)
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