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ABSTRACT

Today, Al (Artificial Intelligence) technology is widely used in various fields, performing classification and regression
tasks according to the purpose of use, and research is also actively progressing. Especially in the field of security,
unexpected threats need to be detected, and unsupervised learning-based anomaly detection techniques that can detect threats
without adding known threat information to the model training process are promising methods. However, most of the
preceding studies that provide interpretability for AI judgments are designed for supervised learning, so it is difficult to
apply them to unsupervised learning models with fundamentally different learning methods. In addition, previously researched
vision-centered Al mechanism interpretation studies are not suitable for application to the security field that is not expressed
in images. Therefore, In this paper, we use a technique that provides interpretability for detected anomalies by searching for
and comparing optimization references, which are the source of intrusion attacks. In this paper, based on reference, we
propose additional logic to search for data closest to real data. Based on real data, it aims to provide a more intuitive
interpretation of anomalies and to promote effective use of an anomaly detection model in the security field.
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2.1 Current situation of Unsupervised Model
for Security task
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Table 1. Configuration of Dataset

Dataset Malware Normal Total
Train/
Test 4 1,054 1,058
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