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Implementation of reliable dynamic honeypot file creation system for
ransomware attack detection

Kyoung Wan Kug*, Yeon Seung Ryu**, Sam Beom Shin™**

ABSTRACT

In recent years, ransomware attacks have become more organized and specialized, with the sophistication of attacks
targeting specific individuals or organizations using tactics such as social engineering, spear phishing, and even machine
learning, some operating as business models. . In order to effectively respond to this, various researches and solutions are
being developed and operated to detect and prevent attacks before they cause serious damage. In particular, honeypots can
be used to minimize the risk of attack on IT systems and networks, as well as act as an early warning and advanced se-
curity monitoring tool, but in cases where ransomware does not have priority access to the decoy file, or bypasses it
completely. has a disadvantage that effective ransomware response is limited. In this paper, this honeypot is optimized for
the user environment to create a reliable real-time dynamic honeypot file, minimizing the possibility of an attacker by-
passing the honeypot, and increasing the detection rate by preventing the attacker from recognizing that it is a honeypot
file. To this end, four models, including a basic data collection model for dynamic honeypot generation, were designed
(basic data collection model / user-defined model / sample statistical model / experience accumulation model), and their
validity was verified.
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PROCEDURE Dynamic_Honeypot.Pseudocode() :
Get_info_CI = confidence_interval(file_size, file_length)
# ARk
Get_info FU = file_used() # AF-2<1 21
Get_info FN = file_name(random(Count(Char)))
# AN s eI =
Get_info_EXT = last_file_extension()
# 7Fdo] AM8SE g}
Get_info DT = latest_file() # 2ol A3 G5
IF NOT(Get_info FU) THEN
honeypot_filename = Get_info CI(File_length) +
Get_info_FN + Get_info EXT + Get_info DT
IF honeypot._filename.getsize() == Get_info CI(file_size) THEN
CREATE FILE(honeypot._filename)
END PRECEDURE
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FOR i IN Honeypot :

WRITE(Ransomi) , detect n, elapsed, ‘AT A2=E1])

WRITE([Ransom(i)
END PRECEDURE

ELSE

# 3|94

end_time < NOW()
elapsed = end_time - start_time

start_time < NOW

Ransom = [Ako, Kevin, WannaCry, HolyCrypt, GonnaCry,
IF i == Honeypotl0] :
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