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ABSTRACT

As digital evidence becomes more important in criminal investigations, disputes are increasing in court. As media
diversifies and the scope of analysis expands, the level of expertise in digital forensics is also increasing. However, no
competency model has been developed to define the capabilities of digital evidence examiners or to judge their expertise.
There have been some studies that have derived the capabilities necessary for digital evidence examiner, but they are still
insufficient. Therefore, in this study, 25 competency evaluation factors in a total of 9 competency groups were defined using
methodologies such as expert FGI and Delphi survey. Specifically, it was defined as Digital Forensics Theory, Digital
Evidence Collection&Management, Disk Forensics, Mobile Forensics, Video Forensics, infringement forensics, DB Forensics,
Embedded(IoT) Forensics, and Cloud Forensics. The digital evidence examiner competency model is expected to be used in
various fields such as recruitment, education and training, and performance evaluation in the future.

Keywords: Digital Forensic Examiner, Competency Model, Competency Evaluation, Digital Forensics, Digital Evidence
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Table 1. Procedure for deriving competency 3lsle] fAEEA A nE JoE 43 < 9l
elements of digital evidence analyzer L 713e AAd ARsAT (E 2)
DIV Procedure Contents
Preliminary review for Table 2. Criteria for expert panel selection n
analysis of prior studies delphi survey
Literature and derivation of compe . : IV
Review & tency model Div Selection Criteria
o2 Field - In-depth interviews with - Individuals with a doctoral degree or hi
g Experts expert digital forensic ex S | gher, possessing over 10 years of resear
— Focus aminers in the field & ch experience in the relevant field, and
Group - Derivation of tentative c é. demonstrating a comprehensive underst
Interview ompetency model includi anding of law and technology
ng competency group, na Individuals engaged in industries such
me, definition, etc _ | as corporate enterprises and research i
- Validation of competenc 2 | nstitutes, possessing a sufficient unders
o) Delphi vy model S tanding of the relevant industry, and h
g P - Revision and enhancement ] aving experience participating in tool d
Survey < . .
ro of competency group, name, evelopment and lab establishment proje
definition cts
- Analysis and review of Individuals currently employed in the p
Delphi survey results a E. olice force and actively engaged in oper
., | Finalization nd expert opinion on de & | ational duties, possessing a comprehens
o of scriptive responses Final g ive understanding of the police landsca
Z Competency ization of competency group 3 pe and practices, and having received i
Model names, and definitions =t nternal training in the field of digital f
based on field experts f orensics
eedback
132}l A= 2+ Hol A = 174 A} 22
that ZAAbe whel Ao Axo) gl 5 oﬂa:ﬂ 4}] |4 ] b ok 25 B S ‘:H o. T3
L o o Azkr el gk y4eld = (Content Validity R
Qeks @AVE Qirh21), ol sl SAe) A% . BN o
g atio, CVR)E AF3tt. CVRS SAstaat 8t
é s 755‘7]‘ 31:!3«] 7(]'—1‘—‘ 7%%] 11} ZZ} 1:41-4'01 5 :rL}\_UHLﬂ o ]_L]_ Pepe! -] B}ed —}‘_7 01L7]_0ﬂ EH
- Has] -
A ARAE sk AFACE AR AFT o gy e e
o pesd wEaI & eIl
1Al A5 T3l ok, dees 535
Aelstar, olol tiefl 2022 79 6L¥E 7Y€ 11d CVR = e (N/2)
s o _ NjZ
72 & 33]e] Ax HE7} FGI(Focus Group In / ey
terview) & AAS A Aknds w3t A # N: S5k = ne: I5Aoleta Shak 4
F7He AW DAEIARY 4R 358 4
o} $8e RS ke FA 42D 393 2313l 1813bell) BA1EL AehE 44 msk
ARApAded 1 108 238 F 408 AAs g Wgell el WEed=E ASslodrh Aot
ek, 7 pobol) AL BAT 39S Flsjel F 189
2Rl B elebude sew %Al A HACE AASGITh(E 3)
Sl 23le] A Wste] 2AHE FA(16)3H: 5 SR dafo] 2AANE $HT ARE ¥
A= dylo] zAH(Modified Delphi technique)’ Agl FHF dzkrde] wkedsisint. AdwAlA =
(23] AASKATh A% 24E Ba 7 odekel o) 2 geE, PYSYE ERAY Y @
s WA, FAskel ekl AHzAlE 3l 134 g%, & AE AEs A3tsicia dudwl g5
= 647H2022 7€ 144~7Y 204), 28]3+= 8 S Adsign), Aedow A e At 9
7H20229 84 31¢~99 74) A#slct. HAE A TEsta AR FoE AX FEEE A
Aage WA, AA, AT 5 3 agem A o sy
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Table 3. Expert Panel Selected for Delphi

No | Domain Education Perﬁ)(élt(if\l/}?r,lth)
1 | Academia Ph.D. 136
2 " " 204
3 ” " 300
4 ” Ph.D. Complete 128
5 ” Ph.D. 156
6 | Industry | Ph.D. Complete 142
7 ” ” 162
8 ” Ph.D. 126
9 ” Master Conplete 193
10 " Ph.D. Complete 168
11 Police Master 143
12 ” " 156
13 ” " 137
14 ” " 194
15 " " 184
16 All " 218
17 " " 200
18 " " 140
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Table 4. Tentative Competency Model for Examiner

Cluster Competency Factor

- Securing - Timeline
Digital Integity Apalysis '
Forensic - Creation of - File Analysis
Theory Replication - Encryption

- File System and Decryption

Digital Evidence
Collection &
Management

- Onsite Digital Evidence Collection
- Forensic Lab Management
- Evidentiary Testimony

Disk Forensics

- Acquisition of Disk Data
- Analysis of Disk Data

Mobile
Forensics

- Acquisition of Mobile Data
- Analysis of Mobile Data

Video Forensics

- Analysis of Video Data

Incident
Response
Forensics

- Acquisition of Network Data
- Analysis of Network Data

- Malicious Code Acquisition

- Malicious Code Analysis

DB Forensics

- Acquisition of DB Data
- Analysis of DB Data

Embedded
Forensics

- Embedded(IoT) Basics
- Acqusition of Embedded(IoT) Data
- Analysis Embedded(IoT) Data

Cloud Forensics

- Acquisition of Cloud Data
- Analysis of Cloud Data

Tx" zalA] o]2 (Digital Forensics Theory)
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Table 5. Level of Digital Evidence Examiner by Competency Cluster

DIV Competency Cluster
. Incident Response Video Embedded(IoT) DB Cloud
Professional Forensics Forensics Forensics Forensics Forensics
Essential Disk Forensics Mobile Forensics
Basic Digital Forensic Theory Digital evidence collection & management
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Table 6. Results of 1st/ 2nd Delphi on Competency Elements

o . 1st 2nd Delphi
ompe el?cy N ]}31 hl
Cluster ame (C\;)R) CVR Mean S?]?ggég Convergence | Consensus | Stability
Securing Integrity 1.00 1.00 4.89 0.32 0 1.00 0.07
Create Tmage 1.00 100 | 483 0.38 0 1.00 0.08
Digital File System 1.00 089 | 467 0.77 0.13 0.95 0.16
F'(I)‘{leer(l)srl;s Timeline Analysis 1.00 1.00 4.89 0.32 0 1.00 0.07
File Analysis 1.00 100 | 478 0.43 0.13 0.95 0.09
E tion &
AN, 1.00 078 | 453 0.70 0.50 0.80 0.15
-site digital
Digital evioéleriéeecolﬁéc?ion 1.00 1.00 4.83 0.3 0 1.00 0.08
collection & |  Lab management 100 | 089 | 483 051 0 1.00 0.11
t
MANABEMENY [ identiary testimony | 100 | 100 | 478 0.43 0.13 0.9 0.09
Disk Acquisition of disk 1.00 089 | 472 0.57 0.13 0.95 0.12
Forensics Analysis of disk 1.00 1.00 489 0.32 0 1.00 0.07
Mobile Acquisition of mobile 1.00 0.89 4.83 0.51 0 1.00 0.11
Forensics Analysis of mobile 1.00 0890 | 478 0.55 0 1.00 0.11
A isiti f
causition o 1.00 089 | 456 0.78 0.50 0.80 0.17
Incident Analysis of network 1.00 0.89 4.61 0.78 0.50 0.80 0.17
R .
Forensics Malicious code L0 | 100 | 472 | 046 0.50 0.80 0.10
Malici d
ol eode 1.00 100 | 472 0.46 0.50 0.80 0.10
povideo Analysis of video 1.00 080 | 467 0.59 0.50 0.80 0.13
Embedded(IoT) Basics 1.00 0.89 4.67 0.59 0.50 0.80 0.13
Embedded Acqusition of
(oT) st ) 0.87 067 | 42 0.73 0.50 0.75 0.17
Forensics Analvsis
naly
embetios o) 1.00 078 | 439 0.70 0.50 0.78 0.16
Acquisition of DB 1.00 080 | 467 0.59 0.50 0.80 0.13
DB Forensics
Analysis of disk 1.00 080 | 467 0.59 0.50 0.80 0.13
Cloud Acquisition of cloud 1.00 0.89 4.67 0.59 0.50 0.80 0.13
Forensics Analysis of cloud 1.00 0.89 472 0.57 0.13 0.9 0.12
CAEzeA] o]2 ke EFHXIL B4 FA7ES FEIeled, 3y 2FHA, =
4 8% sgloy, oE A BF JES ge HHE 5 EE ARAM 7EE F53=
F23) A o r Adsicty Ataigdc). Zo 2 et BAgke] ko2 Aol fids)
12} dalo] FalollA FAZE dukrd 94 A ATt (E 6) webr = 9 FkTellA] 257 ko]
A3l CVRLS 1.002.2 HE7} d 5 o]e} zHe EEFEQh =EE ok Ak 2 ogskx]ee)
Al Foste AL Falsled(M=4.56, S 5 PR F= Aed] eodor AAE AHAEIF AL
1, $495= 50, &Jx=.80, FHE=11) 3} uled sl Ao w s (E T
th elslelch,
A A dukrdel 7h Ak digh 23 =}
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M
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Table 7. Final Digital Evidence Examiner Competency Evaluation Model

Cluster Name Competency Definitions Behavioral Metric
. - Secure the technical integrity of digital evidenc . :
Securing s N o - Enable to write-blocking
Integrity gh?o%g%%]ﬂslﬁﬁtéhm has been no alteration of | . Generate and verify the hash values
N - Understand the characteristics of digital eviden | - Perform imaging
Create Image ce and acquire the duplicated data. - Create a hard-copy
File System - Explain the concept of file system(operating sys | g:gggg %-llilg goé}éfrl;t of file system
Digital ¥ tem) and recover it. . Exvlai OS(Oy ting System)
Forensic xplain perating System
Theory Timeline - Confirm the temporal sequence of cases andev | - Verify the configured timestamp on the target d
Analysis 1<:llence destruction status through timeline an evice and confirm the processing time of files, e
alysis te.
File - Examine fabrication and manipulation of file | - Confirm fabrication and manipulation of files, et
Analysis by verifying their metadata and structure. c.
hgcergggggn& ' l[gggtlngzt%ré%ypted files and acquire data by dec | . Utilize basics related encryption and decryption
) o - Obtain a warrant that meets the digital ' gts;;?kélxllis(}ilereltggance plan for collecting di
om i il | evidence to be sezed, and colcet the it | it Hhe Site where diital evidence
collection edures within the scope of the warrant o s seized and collect on-site evidence.
Digital I voluntary submission - Lawfully export and manage media coll
Evidence y : ected from the site.
COH?&CUOH Cond digital evid llecti d
Lab forensic - Conduct digital evidence collection and a | Collect, analyze, and manage requested item i
Managem nalysis by adhering to the fundamental p : - )
ont management, rinciples and legal procedure, n accordance with legal procedure.
. : - Identify the issues in dispute in court, a
Evidentiary - Provide evidentiary testimony related to the a
testimony Eg ;g?llyle Sthe processes and results of t nalysis of digital evidence in the cases.
C . ) . X - Acquire data based on characteristics and con
Aeigiton of |+ Acauive datg from o computer and bandl | e coch K et
: - Collect volatile data(memory dump).
) - Recover deleted files.
- Disk . Efﬁ%ientl}}f1 search for data. ¢ |
orensics . . - Explore the connection traces of externa
. - Recover and search data, and analyze it | . N .
Anaé%’:}is of by integrating the artifact's path and rel | | Ztgé?ygzeeﬂsg}zcigd analyze them.
ationships. - Analyze emails.
- Analyze PC messengers.
- Confirm traces of data tampering or deletion.
) - Collect data in accordance with the characterist
- Acquire data from a mobile device and h ics and condition of each mobile medium.
andle exceptional situations that may oc | - Understand and customize the function o
cur. f dedicated programs.
. o - Understand and utilize the mobile operai
Mobile Acquisition of ng system and file storage structure.
Forensic mobile - Verify the results automatically analyzed
bv programs.
- Analyze mobile data by utilizing dedicated | - Manually analyze items not properly ana
software, otherwise manually recover, deco lvzed by programs. .
de, and parse any remaining data. - Detect the concealment, destruction, or d
eletion of evidence.
Acquisition of | - Understand network structure and operatio | (E;Tlnglelrg&aprigsand utilize the network operati
Incident network n principles, and collect traffic and data. . Acquire network information.
I1§esponse
orensics . - Collect data through log analysis.
Aﬁg{};\/s;ls_kof - Analyze network data - Analyze traffic.
- Analyze network systems.
Understand the preliminary information
. . - Convert video stored in video devices for analysis.
Fo\fgles?cs %Zlgséig such as CCTV, black boxes, and restore Select and utilize appropriate methods

deleted videos.

for file recovery and conversion.

- Recover and assemble frames.
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Cluster Name Competercy Definitions Behavioral Metric
- Explain the principles of the electrical op
- Understand the characteristics of embed eration of devices and communication.
Embedded ded(IoT) devices and systems, and expla | - Understand embedded(IoT) devices and u
(ToT) Basics in the fundamental knowledge required f tilize them for hard forensics.
or hardware and software forensics. - Understand embedded(IoT) devices and u
tilize them for software forensics.
Embedded
e s - Collect embedded(IoT) data using chip-off | | ;
Forensics A%%Selgge%()f equipment and interfaces, or circumvented }gloltlecte ?)rfn})ﬁ&i?gcggw data depending on t
(ToT) using vulnerabilities or interconnected devi . Extépct data by chip-off from flash memory
ces.
Analysis - Identify data stored on embedded(IoT) devi A
5 ’ - Analyze embedded(IoT) data
em(l%t;%()ied gegétzgnd recover, decode, and parse relevan | . Analyze software of embedded(IoT) devices
Acquisition of | - Understand the characteristics based on D | - Understand the structure of DB by types
DB DB B data types and collect them. - Collect data from DB
Forensics ; . r
Ana%/]sals of - Restore DB data and analysis it. ) Eﬁg‘i;ié B% data
- . - Explain the concept of cloud computing
Acquisition of + Understand the concept of cloud computing | . :
Cloud coud and collect data remotely. (gr(})lllect data on cloud access and usage hist
Forensics -
Ani%glsllds of - Analyze cloud data - Analyze data collected from the cloud
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