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FROBENIUS ENDOMORPHISMS OF BINARY HESSIAN
CURVES

GYOYONG SOHN

ABSTRACT. This paper introduces the Frobenius endomophisms on the
binary Hessian curves. It provides an efficient and computable homomor-
phism for computing point multiplication on binary Hessian curves. As
an application, it is possible to construct the GLV method combined with
the Frobenius endomorphism to accelerate scalar multiplication over the
curve.

1. Introduction

Elliptic curve cryptography was first suggested by Koblitz [11] and Miller [12]
in 1985. The security of these cryptosystems relies on the presumed intractabil-
ity of the discrete logarithm problem on elliptic curves. In recent years, new
models of elliptic curves have been discovered to provide cryptographic security,
such as the Huff form, the Edwards form, the Hessian form and others [3, 8, 10].
Joye and Quisquater proposed Hessian elliptic curves [10], and Farashahi and
Joye presented the efficient arithmetic on generalized Hessian curves[5]. Hessian
curves can be represented by an equation of the form z3 + y3 + 23 = dzyz in
projective representation.

Scalar multiplication is the most critical operation in elliptic curve cryptog-
raphy. It involves computing [n]P for a given point P on an elliptic curve E
defined over a finite field F; and a given integer n. The speed and efficiency of
elliptic curve cryptosystems rely heavily on the implementaion of scalar mul-
tiplication. Various methods can be used for scalar multiplication on elliptic
curves(a good reference is [1]). If an elliptic curve has an efficient endomor-
phism, it can be utilized to accelerate scalar multiplication. There have been
investigations into fast scalar multiplication on elliptic curves over a finite field
using enomorphism [1, 9, 6, 13, 14].
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In this paper, we introduce the Frobenius endomorphisms on binary Hessian
curves and binary twisted Hessian curves. We present an efficient homomor-
phism to accelerate scalar multiplication on these curves. To enhance the speed
of scalar multiplication on binary Hessian curves, we utilize the GLV method
combined with the Frobenius endomorphism over the curve.

This paper is organized as follows. Section 1 provides an introduction to bi-
nary Hessian curves, twisted Hessian curves, and the Frobenius map on Weier-
strass equation of elliptic curve over a finite field with characteristic two. in the
second section, we establish the birational equivalence between binary Hessian
curve and Weierstrass equation of an elliptic curve over a finite field. Addition-
ally, we describe the Frobenius endomorphism for binary Hessian curves and
discuss some fundamental properties related to ti.

2. Premiminaries
2.1. Binary Hessian Curves

Let F, be a finite field with even characteristic (¢ = 2") and F,, its algebraic
closure. A binary Hessian curve over F, is defined by the symmetric cubic
equation

Hy : 22 +y>+1+dey =0,

for some d € F, with d* # 27 [7]. Furthermore, the generalized form of Hessian
curves, called twisted Hessian as well, has been studied in [2, 5]. A generalized
Hessian curve H. q over Iy is defined by the equation

H.q : 2+ 1y} +c+dey =0,

where ¢,d € F, with ¢ # 0 and d® # 27c. A Hessian curve is a generalized
Hessian curve with ¢ = 1. The j-invariant is given by j = ﬁ.

Let P = (z1,y1) and Q = (z2,y2) be two finite points on H, 4. The addition
formula denoted by P + Q = (z3,y3) with

i Bk R Rk Y
T2Y2 — T1Y1 T2Y2 — T1Y1
If P =@ and [2]P = (x3,y3), then

3 3
yi(c— r1(c—y

T3 = LA S V4 (3 31) and y3 = 7(3 31)
Ty — Yy Ty — Y

Moreover, the additive inverse of a point (z1,y1) on H, 4 is the point (y1,x1).
A generalized Hessian curve in projective coordinate is defined by the equa-
tion

H.q : X34+Y3+cZ%=dXYZ,

where ¢,d € F, with ¢ # 0 and d® # 27c. It has the points (1 : —w : 0) with
w3 =1 at infinity. The neutral element of the group Fy-rational points of H.. 4
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is the point at infinity (1 : —1:0) that we denote by O, ,. And, the negation
of point (X:Y :2)is (Y :X:2).

2.2. Twisted Hessian Curves

A twisted Hessian curve over Fy is defined by the equation
Hé,d caz® + % + 1 = duay,

where a,d € F,. It has a specified point (0,—1). The arithmetic formulae of
twised Hessian curve is presented in [2]. The doubling formula is (z3,y3) =
2(x1,y1), where

3 3
Y1 —axry

—
ay1xy — Y1

3
T, —YiT
T3 = 137%1 and y3 =
ay1xy — 4
A twisted Hessian curve in projective coordinate over F, is defined by
H.,:aX’+Y?+2°=dXYZ,

where a,d € F, and a(27a — d*) # 0. The neutral element of H! ;(F,) is the
point at infinity (0: —1 : 1) that we denote by O ,- The special case a = 1 of a
twisted Hessian curve is simply a Hessian curve. For the point P = (X : Y : Z)

on H} ;, we have —P = (X : Z:Y).
2.3. Frobenius map on elliptic curves
An elliptic curve E, , over F, with ¢ = 2" is defined by a Weierstrass equation
Eup v 4+ zy =22 +ax+0,

with a,b € F, and b # 0 and the point at infinity O, ,. The j-invariant is
given by %.
The g-th power Frobenius map 7, is defined as
Tq - Ea,b — Ea,b
(z,y) — (29, y%).
By the Hasse’s theorem, the number of F r-rational points on E, ; satisfies

BE(F ) — ¢* — 1] < 24/¢F.

The characteristic polynomial x, € Z[x] of 7, is given by
Xq(x) = 2?2 —tr4q, |t| < 2\/4,
which satisfies
(7r3 —trg+q)P=0g,,

for all P € E,,(F,).
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3. Frobenius map on binary (twisted) Hessian curves

In this section, we present the construction of the Frobenius maps on binary
Hessian curves and binary twisted Hessian curves. We provide an efficient and
computable homomorphism that facilitates the computation of point multipli-
cation on elliptic curves over a finite field.

Let IFy be a finite field with even characteristic and H, 4 be a binary Hessian
curve over IF,. We define the ¢-th power Frobenius map of H, 4

¢g + Heg— Heg, (x,y) — (29, y7).

Lemma 3.1. Let F, be a finite field with ¢ = 2". Then, every binary Hessian
curve H q is birationally equivalent over F, to a binary elliptic curve E, , given
by the Weierstrass equation

Eup - 02 +uv = ud + au® + 0.

Proof. see [4] O
From the above, the map o : H, 4 — E,; defined by

(z,y) = (u,0),

where

>+ 2 +ay+dx+y) +e/d
d? ’
(@ +d)(wy +y°) +yly +d)° + (¢ + cd®) /d°
d? '
It is a birationally equivalence from binary Hessian curve H,. 4 to the binary
Weierstrass curve E, j, with a = ¢/d® and b = ¢(c + d®)3/d*?. The inverse map
is

~d(uv) + e+ d?) dSv + c(c + d®)

Butdctrd) VT But Bet d)

Now we construct the Frobenius endomorphism of binary Hessian curve over
a finite field F, with ¢ = 2".

Lemma 3.2. Let H. 4 be a binary Hessian curve defined over a finite field
with ¢ = 2™ and E, be the birational equivalent elliptic curve of H. q over IFy.
Let §E,5(Fy) = ¢+ 1 —t, |t| < 2/q and let o be the birational map defined
as above. Let my be the q-th power Frobenius endomorphism over E, ;. Define
Yu,, =0 'mo. Then

(1) ¥mu,, € End(H.q), (i.e., ¥u, , is an endomorphism of H.q).

(2) For all P € H. 4(F,) we have

w%{C,d (P) - [ﬂch,d(P) + [q]P = OHc,d'
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Proof. First note that ¢ is an isomorphism defined over a finite field F,, that
7, is an isogeny from E,; to itself defined over F,. Hence ¢y, , is an isogeny
of H. 4 to itself defined over F,. Therefore 1y, , is a group homomorphism.

For P € H, 4(F,), let’s denote o(P) = Q € E, ,(F,). Then the characteristic
polynomial x,(z) = 2 — tx + ¢, |t| < 2,/q of the g-th power Frobenius map m,
of E, satisfies

(mg — [tlmg + )P = O, ,
for all P € E, ,(F,). Hence,
o~ (mg — [thmg + lal)o(P) = O,

q

Therefore

%%{rd(P) - [t]d}Hc,d(P) + [Q]P = OHc,d'
O

Theorem 3.3. Let H.q be a binary Hessian curve defined over a finite field
F, with ¢ = 2" and §H. 4(Fy) = g+ 1 —t. Then the Frobenius map ¢4 of Heq
satisfies

(05 — [tléq + [a))P = Om, .,
for all P € H.q(F,).
Proof. Let E,; be the birational equivalent elliptic curve of H. 4 defined over
F, with ¢ = 2", and ¢y, , be the endomorphism of H.4 in Lemma 3.2. By

definition of ¢, ,, for all P = (z,y) € H.q(F,), we have

Vi, ,(x,y) =(0" 7o) (2, y)
_ 224+ +ay+dz+y)+c/d

:(0_ 1’/T)( d2( ) / ,

(x+d)(zy +v*) +y(y + d)? + (c® + cd3)/d3>

PR

(P4 YR+ (xy) T+ A+ y) + cl/de
= ( 2 ’

(z +d)(xy +y°)" + ¥ (y + d)* + (S + cd3)q/d3q)

d34a

=(x?,y7).

Hence we have for all P € H.q4(F,), ¥, ,(P) = 7(P) and $E,(F,) =
tH.»(F,) = ¢+ 1 —t. Hence by Lemma 3.2, we can complete the proof of
Theorem. O

Now we consider the Frobenius endomorphism on binary twisted Hessian
curves over a finite field F, with ¢ = 2. We define the ¢-th power Frobenius
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map of H] ,
¢+ H. g — H, 4, (z,y) — (% y9).

Lemma 3.4. Let F; be a finite field of characteristic 2. Then, every binary
twisted Hessian curve Hé’d is birationally equivalent over Fy to a binary elliptic
curve Eqp, given by the Weierstrass equation

Eup - v +uv = ud + au® +b.
The map p : Hj ; — E, defined by
aiz? +y2 +aszy +aid(aiz +y) + 1/a3d
a3d?
a3 (z + d)(aszy + %) + y(y + a3d)® + (1 + ad?) /ad®
ad?®
is a birationally equivalence from binary Hessian curve H. 4 to the Weierstrass
curve E,;, with a = 1/ad?® and b = (1 + ad®)®/a*d"®. The inverse map is
_a?d(u+v)+(1+ad®)  a?dOv+ (1 +ad®)
T @du+ad(1+ad®) VT Gdut A1+ ad®)

3

The following lemma gives the Frobenius endomorphism of binary twisted
Hessian curve over a finite field F,; with ¢ = 2.

Lemma 3.5. Let H;)d be a binary twisted Hessian curve defined over a finite
field Fy with ¢ = 2" and E,, be the birational equivalent elliptic curve of H};d
over Fq. Let §Eq,(Fy) = ¢+ 1 —t, [t| < 2,/q and let p be the birational map
defined as above. Let m, be the g-th power Frobenius map over E, ;. Define
bt = p . Then

(1) Yu , € End(H, ;), (i-e., Yy, is an endomorphism of H ;).

(2) For all P € H}, ;(F,) we have

Vi (P) = [t ,(P)+[glP = O,
Proof. The proof is similar to that of Lemma 3.4, we omit it here. O

Theorem 3.6. Let Hé,d be a binary twisted Hessian curve defined over a finite
field Fy with ¢ = 2" and ﬁH;d(IFq) = q+1—t. Then the Frobenius endomorphism
@ of H, ; satisfies

(¥* = [l +[d)P = On:
for all P € H, ,(F,).

Proof. Let E,; be the birational equivalent elliptic curve of H;,b defined over
F, with ¢ = 2", and ¢y , be the endomorphism of H;d in Lemma 3.4. By
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definition of ¢y, for all P = (z,y) € H;’b(Fq), we have

vae, (2,) =(p" mgp) (@, y)
-1 a%$2+y2+a%xy+a%d(a%x+y)+1/a%d
:(/1' Wq)( 7> ,
azd
as (z +d)(aszy +y?) +yly+aid)® + (1+ ad3)/ad3)
ad?
_,, -1 3922 + Y2+ a%qzqu + a%qdq(a%qxq +y7) + 1/a%qdq
- ( a3q24
a39(x? + d7)(a3 %29y + y*0) + y9(y? + a59d9)* + 1+ 1/a?d*
add34 )

9

=(z%,9),
where a,d € F,.
Hence we have for all P € H} ,(F,), ¥ b@q)(P) = ¢(P) and £E, ,(F,) =

]iHéyb(Fq) = q+ 1 —t. Hence by Lemma 3.5, we can complete the proof of
Theorem. O

4. Conclusion

In this paper, we have introduced the Frobenius endomorphisms on binary
Hessian curves and twisted binary Hessian curves. These two endomorphisms
can be utilized to accelerate scalar multiplication over binary (twisted) Hessian
curves defined over finite fields with characteristic two.
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