813

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.33, NO.5, Oct. 2023 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2023.33.5.813

Aol zsgo] ZAle] FUME lxad) wlle d3

R T
‘Zgasl (29), 0 (14), NHESEERF NHESHT4 (Helel7e)

Effects of Cyberloafing on Cybersecurity Risks of Organizations:
The Case of a Financial Institute

Hyunwoo Oh,"™ Beomsoo Kim,? Jaeyoung Park®
'Korea Financial Telecommunications and Clearings Institute (Manager),
2Yonsei University (Professor),
Finance Research Institute, Nonghyup Financial Group (Senior Researcher)

2 FAALELS 5 At AHHal HH R eulE $5 ARSsled, o7& Al R (cyberloafing)©l

S
a7
g}, 54 Aol R (A E 5o, f8k=, Al 2 =Rb Afo|E A2 A IE PR oA 5 97|

2 ,
B 249 Bu22 a8 PIAY F AEd, AL TIA2 24 YT ANS T + Ak w3
ALS S, eEe B dshu e 59 YRl A Fasl I 81 A4 6509
eyl WY Axg Zogu 118,9420% AT A3, 24 FHYUo] B AE Aol Ee] HEAFF o=
£ 3 FFede] ot Ao vehirh & 24 THU Aelzge 240 YunE faaF F7HA
oh webd, 248 22 A0 lEY Ags A4 e sk BAY 9ash ik

ABSTRACT

Organization members often use the Internet for non-work purposes during work hours, which is called cyberloafing.
Certain types of cyberloafing (e.g., webhard, adult, and gambling sites access) can be a major cause of malware infection,
which can ultimately generate significant damages to organizations. It therefore is important to examine the relationship
between cyberloafing and cybersecurity risks of organizations. We analyzed log data from an internet filtering system of a
financial institute and found that the more employees access to blacklist sites, the higher the possibility of malicious code
infection. In other words, cyberloafing increases cybersecurity risks of organizations. We suggest that organizations need to
monitor and control their members’ internet use in an appropriate way.
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Table 1. Demographic characteristics (n=680)

sample(%) cyberloafing
mean
Male 482(70.9) 117.67
Gender
Female 198(29.1) 33.48
= Staff 563(82.8) 69.50
Position
Manager | 117(17.2) 98.07
IT 288(42.4) 126.68
Job
non-1T 392(57.6) 68.52
Outsourced| 39(5.7) 360.00
Employment
Internal | 641(94.3) 76.92
(57.6%), ITAY 7} 2887 (42.4%) 5.2 w53
X5 Btk 2E&HY A5 WEAde] 6419
(94.3%), 5 ‘%01 399 (5. 7/)& 2] o]
W Holr},
w3t ATEAA A W wo|A] Ale]H 2 ¥
35 Table 1.o] AAEIA}. o & 5o, 22K
FAZIZE 60 Tk HAd 24| H Al Ed
Hes 117.677102 oA 29] 33.4871KH} o
wrh
FAg e ey A28 2K gl 7]
AL F3o 5318tk

5.1 7t¢ &4

7Hd ARl A 3171842 718 shgal A
2l A SEAA A gl

T 2] oA Sl Sja AR E4

Table 2. Results of correlation analysis

slgitt. Table 2,914 2 4 gl%o], o
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o 28 v 4 e e

24 9] o)A Al 0 REd
Qo] 49| Auns elaze] vAE G Jo}
w7 S8l sl BAe AAsislel. Table 3.0
A m sk o), B9 mYe] Asictn & 4 9)
om  (F=36.113, p<.001), =3 AH=HdE
26.6%°]ct.
Pl A3k wm, wle]q Aoz 4l

Lo} wo]A] Afolm2s] W9 A A HHRF
gazel  FHAOR  Fle]  Slrh(s=.149,
t=3.806, p(.001; B=.248. t=4.353, p(.001).
2, Abolwl 23 Bl WA= A4 2157} Hold
2 oMF= HE AlE A% At wolrh
wq, ALshe ol Alln R Wifel= f3e]
el A4 s oHEe S diele A% A4
wobdleh. %, wloldl Aolw = Wme} Wsl}
2 oAz 7t 7lsAe] Zolxlthe 7o)

o web, M 13 2 2 AdEgs,
A¥stAd BEA = shfel 22 FAYY A R85
I FA AWK T glA3 7ke] IA= 2o JAt
2 FAAQ A At EAA R Fo]5tA] &

o}, mebd, A4 3 AEsA) Eaklh,

QR 99 F e il 24 FHR 2

1_4

1 2 3 4 5 6 7 8 VIF({10)

1 1 -

2 486" 1 3.547
3 492" 844" 1 3.553
4 -148" | -250" | -.256 1 1.150
5 166 204" 220" -.070 1 1.109
6 -.087 -.047 -024 | -217 | 188" 1 1.343
7 1317 246" 2337 | -.078 075 -.296" 1 1.211
8 -.077 -.024 -.039 -.091" 096 3627 | -.224” 1 1.178

Note. 1. Cybersecurity risks, 2. Cyberloafing(frequency), 3. Cyberloafing(range), 4. Job, 5.

Employment 6. Size, 7. Gender, 8. Position.
© €05, ¥ (.01,
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Table 3. Results of multiple linear regression
analysis

Variable Coefficient t-value
Cyberloafing 149 3806
(frequency)
Cyberloafing 248 4353
(range)
Job
(1=non-IT) 103 1150
Employment s
(1=outsourced) 431 2.299
Size -.164 -2.262"

F=36.113"" adjusted-#’=.266
: pl.01, ***: p(.001.
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