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Limitations of Analyzing Metadata and File Structure of Audio Files
for Legal Evidence: Focusing on Samsung Smartphones
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Abstract Today, as the number of audio files submitted as legal evidence increases with the proliferation of
smartphones, the integrity of audio files has become an important issue. Accordingly, the purpose of this study
is to explore whether the metadata and file structure of audio files recorded on Samsung smartphones can be
manipulated to be identical to the original. This study was based on Samsung smartphones, the most widely
used in Korea, and conducted experiments on the built-in voice recording app and the ‘Easy Voice Recorder’
app, which is the most popular recording app. Through the experiments of this study, it was proven that the
metadata and file structure of audio files can be manipulated. Therefore, this study reveals that metadata and
file structure analysis have limitations in proving the integrity when audio files are analyzed for adoption as
legal evidence. They also argue for the need to develop new voice file forgery technology that does not rely on
metadata and file structure analysis.
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