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[Abstract]

In this paper, we analyze the unified requirements of international association of classification societies - cyber resilience of
ships, ahead of implementation of the agreement on July 1, 2024, and respond to ship cyber security and resilience programs
based on 5 requirements, 17 details, and documents that must be submitted or maintained according to the ship's cyber resilience,.
Measures include document management such as classification certification documents and design documents, configuration of a
network with enhanced security, establishment of processes for accident response, configuration management using software tools,
integrated network management, malware protection, and detection of ship network security threats with security management
solutions. proposed a technology capable of real-time response.

Key word : Cyber resilience of ships, Cyber Security on board ship, Cyber security framework, Operational technology on
ships, International association of classification societies.
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Table 1. Summary of actions and documents.
System integrator Shipowner
Document
Design | Construction | Commissioning | operation | 1% AS AS SS
Approved supplier documentation [5] maintain maintain maintain
Zone and conduit diagram [5.1.1] submit maintain maintain maintain
Cyber security design description [5.1.2] submit maintain maintain maintain
Vessel asset inventory [5.1.3] submit maintain maintain maintain
Risk assessment for the exclusion of CBSs [5.1.4]N™! submit maintain maintain maintain
Description of compensating countermeasures [5.1.5] Y™ | submit maintain maintain maintain
Ship cyber resilience test procedure [5.2.1] submit demonstrate | maintain demonstrate
Ship cyber security and resilience program [5.3.1]
- Management of change(MoC) [4.1.1.4.4]
- Management of software updates [4.1.1.4.4]
- Management of firewalls [4.2.1.4.4]
- Management of malware protection [4.2.3.4.4]
- Management of access control [4.2.4.4.4]
- Management of confidential information [4.2.4.4.4] maintain | submit |demonstrate
- Management of remote access [4.2.6.4.4]
- Management of mobile and portable devices [4.2.7.4.4]
- Detection of security anomalies [4.3.1.4.4]
- Verification of security functions [4.3.2.4.4]
- Incident response plans [4.4.1.4.4]
- Recovery plans [4.5.1.4.4]

NOTE 1 :
Submit

If applicable

: The stakeholder shall submit the document to the Class society for verification and approval of compliance with requirements in this UR

Maintain : The stakeholder shall the document updated in accordance with procedure for management of change(MoC), Updated document and
change management records shall be submitted to the Class society as per UR E22.
Demonstrate : The stakeholder shall demonstrate compliance to the Class society in accordance with the approved document.
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Level 1
Preparation

Preparing organization & procedures to respond to
cyber incidents

,,,,,,,,,,,,,,,,,,,,,,, { When a cyber incident is discovered or occurs ]

Level 2
Detection

Detection of abnormal signs in information protection
& network equipment, identification of accidents by
administrators

Level 3
Initial response

Conduct and initial investigation, record details of
incident, convene an incident response team, & notify
relevant departments(agencies)

Determine the optimal strategy, obtain manager
approval, and determine whether to cooperate with
regular organizations by referring to the initial
investigation results
Level 5 Collect and analyze data to determine when, who, and
how the accident occurred, and how to prevent the
spread of damage and recurrence of the accident

investigation

Create accurate reports of the incidents in a format that
decision makers can understand

Level 7
Solution

Establish security policies to identify and prevent
similar attacks, change procedures, record incidents,
establish long-term security policies, and determine
technology modification plans

Preparation Bl Recovery & solution

a8 6. Aol ZlsH S 7T - ShEQIEUTIEY

Fig. 6. 7 steps to respond to cyber breaches.
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Fig. 7. Integrated network management onboard ship.
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Fig. 8. Network topology-based network monitoring.
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monitoring
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generating threat alerts
regarding the behavior and
communication of OT assets

a8 1.
Fig. 11.

Hutg Hob mla| &84
Cyber security management solution for ships.

Aol 24 Falgu 20 Ve B Ao
o] At Al NE & BEsiA ddshA] HetaL o
ol MAstr] Sl ﬁ 7Bk A| 228l (BAM; bridge alert
management) “5-°] =91 %= A Aot}

ufpa] AfelH] o]ﬁ ol E Wb A] Wl ks WAlShE

Zlo] of} A= o|HIEE 74 0 & He|slal vhesh
Ao ek AASle] Alo] AakAel 93-S Qx| 5 9l
L5 A8 g R dde] daajrt gk dutel =T T
glo] RAjstEE AHE YA uet olol Wi 7tol =gl
18] 99} o] Aol A HAH ke A RES B3l [ADT
T = A& AALL o)-&+] Qo) o] Fofxof gt

s

ro

o

v. &

=



ATl A= 20249 7€ 1Y HoF o] 8& 9HE TACS UR
- #4181 31 UR E269] 5714 872313} 17702 Al5-ARS,
FO 7 AMuk Z%-,—7] 3], &3 = Ak A}
g 918 7S AT AFEA HAIA ol &
A JM EOI'OI skl iEY A 4, *}1 &S Sl 22
xﬂ* BH, *Jwﬂfﬂ F%% o3 Fuke) MES T 5%

,J/].zd—!-ﬁ/\} ;\] Zﬂl/ﬂe 7::45 gl /1‘:7

o A|57 Zm]oa

E

H 83 £ JHE F 5 oleh E 2nhE ) o))
400 58] AE2 A $HOR 7 5 s Aol

IR FE A5 A5 Q1 e £ e
HaAaL dhgol 7K A sk 714e] Bashet.

oA Alue] Alolul el ul Hele) 1)
of 7lko 2 GgEA) ehort Hute] B3} MEskE S}
Apolu] 919 8- Sl A Alole] $18-< Bss
% ol 3 A 927 Agle] 75 AEdo} F]ute] A
uhg gk 2] &5 410] Basith,

Acknowledgments
A= 2023\ T AR BRI A s ke 6—‘.’*&715

7HEALR(20026436) 2] A ol &]ato] o] o)zl

A0l A= HY T

FB.
@“
=
e
=

References

[1]1ITTP, Weekly ICT Trends, Vol.2105, pp.2-14, 2023

Z Lt M (Nam-seon Kang)

200541 28 : SESSUST 7| A AHZ o2 (B34
2007 128 ~ 20084 129 : CfshEM EM7|2M A
20169 9% ~ 2022108 : Ol LA AMAATY

& 2 & (Gum-jun SON)

2006\ 2% : 2EFUCY ST 7| TA|ABIZ ST}
20116 38 ~ 2013 28 : oI5 st T Ms) LB otnHZ

20134 9¢ ~ & : st £
HEAIRO} : SIAIRI M EAl MUAIES} o

35

A RO siALRI M E 4, MEIRLS S}, e-Navigation, SHAL

SHMZYHE & 75 - Aol Aoy siof thEh I & 24

[2] TTA, ICT Standardization strategy map, Ver. 2023, pp.11-37,
2023.

[3] OCIMF, SIRE-overview-factsheet, pp.1-2, 2022.

[4] BIMCO, The guideline on cyber security onboard ship, Edition
4, pp. 1-39, 2023.

[5] IMO, Maritime cyber risk management in safety management
systems, resolution MSV.428(98), pp.1, 2017.

[6] IMO, Guidelines on maritime cyber risk management,
MSC-FAL/Circ.3/Rev.2, pp.1-6, 2022.

[7] International association of classification societies, Resolutions
153-164 [Internet]. Available https://iacs.org.uk/resolutions/
recommendations/141-160.

[8] International association of classification societies, unified-
requirements E26 Cyber resilience of ships — Rev.1, Nov, 2023
[Internet].  Available https://iacs.s3.af-south-1.amazo
naws.com/wp-content/uploads/2022/02/04140503/UR-E26-Re
v.1-Nov-2023-CR.pdf.

[9] International association of classification societies, unified-
requirements E27 cyber resilience of on-board systems and
equipment-Rev.1, Sep, 2023 [Internet]. Available :https:/iacs
.s3.af-south-1.amazonaws.com/wp-content/uploads/2022/05/29
103853/UR-E27-Rev.1-Sep-2023-CLN.pdf.

[10] National institute of standards and technology, Framework for
improving critical insrastructure cybersecurity, Version 1.1, pp.
1-12, Aprol 2018 [Internet]. Available : https:/nvlpubs.nist.
gov/nistpubs/ CSWP/NIST.CSWP.04162018.pdf.

[11] KISA, Infringement incident analysis procedure guide, Jen
2010 [Internet]. Available : https:/www.kisa.or.ki/2060204/
form?postSeq=11&page=1#fPostAttachDownload.

[12] KISA, Korea internet & security agency cyber security big
data center[Internet]. Available: https:/sift.ssu.ac.kr/intro/

orga/members/.

2005 6% ~ 2007 1€ : SR Lntsy| s A7

2005 38 ~ 2016 8% : FLZMATH MejdFE

20239 68 ~ #XY : o] 2R RH 01 T AT
Alo|e{ 2 oF

2006\ 38 ~ 2013 28 : STX MM 157|124}

2013 28 ~ 20134 9% : shaslLny|Sd A7

www.koni.or.kr



J. Adv. Navig. Technol. 28(1): 27-36, Feb. 2024

8 2ff & (Rae-cheon Park)

2006'd 29 - AFU D HFEHTUALESMZ ST (SEEAD
2003 3Y ~ 2004 128 : SZoHstm MAA &L

2004 128 ~ 2009 3¢ : QIEtRA HEEA

20134 78 ~ & : o|2F 20|l MEMIHEE

P ROF: 22l E, MuXES), e-Navigation, 3iAF Alo[e{ & oF

0| & 4| (Chang-sik Lee)
2008 2@ ~ #A| : o|2FAHeOIH FE

ok MR HoAME, OTE ok, siA Alo|t{E oF

£ M M (Seong-sang Yu)

2017 2« ol st =M s SRt (ZEHA AL
20179 28 ~ 20213 19 @ §FE413 Afole{elEE
20214 10€ ~ 88 : SazMATH SHULUR| M

http://dx.doi.org/10.12673/jant.2024.28.1.27 36

ROk Mutsts §41, e-Navigation, s Al AlO[H{ 2ok ADLE-X}&:



