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[Abstract]

It is difficult to apply authentication methods of existing wired or wireless networks to Internet of Things (IoT) devices due
to their poor environment, low capacity, and low-performance processor. In particular, there are many problems in applying
methods such as blockchain to the IoT environment. In this paper, edge computing is used to serve as a server that authenticates
disposable templates among biometric information in an IoT environment. In this environment, we propose a lightweight and
strong authentication procedure using the IoT-edge computing (IoT-EC) system based on elliptic curve cryptographic (ECC) and
evaluate its safety.
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Table 1. Comparison between ECC and RSA.
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Each edge computer is connected
to each other in blockchain form.

Private
Blockchain
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Fig. 1. Overview of proposed system.
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Table 2. Notations
= 4Y
{X—>Y: M} X sends the message Mto ¥
RANDINT) Generate integer random number
H(Y) Hashes Y using a strong one-way hash function(H).
ADB exclusive-or A and B
. Operators on Elliptic Curves
A_B compare A with B
P Point values of elliptic curve
ED, i-th embedded device
ST Session timer between i-th embedded device and
! edge computer, which manages i-th ED
UID, Unique ID of user registering on i-th ED
EID, Unique ID of i-th ED
ECED,) EC to which the i-th ED belongs
ECR, Random number generated by EC for I-th ED
EC(ED;) . Unique Identifier
B Biometric Information provided by the user to the
! i-th ED
OTT; OTT created by the user in the i-th ED
R Random number to update the OTT token of the
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Table 3. A ED, registers with EC(ED,) - ED,

Algorithm 1: ED; registration — ED;

Input: UID,
Output: PEID,, PUID,

11 X, = RANDINT()

: X, = RANDINT() /+ X, and X, must be different */
: PEID, = (X, ®EID,)

: PUID; = (X,® UID,)

. {ED—~ECED,) : PEID,, PUID,}

. STORE(PEID,, PUID;)

: RECEIVE(CK,') FROM EC(ED,)

: STORE(CK;")
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Output: CKI Output: CK,', @, @;
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Table 5. Authentication using OTT; - ED,

Algorithm 8: Authentication step at £D;

Input: , B, CK;', @y, GQs
Output: PEID,, PUID, PPEID,, PPUID,, POTT;, @, @,

10 X, = RANDINT() /* Xl,X2 and X; must be different
each other */

20 Q=X+ P
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1 2
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Fig. 2. Safety verification.
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