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ABSTRACT

With the advancement of information and communication technology (ICT), the use of electronic document types such as
PDF, MS Office, and HWP files has increased. Such trend has led the cyber attackers increasingly try to spread malicious
documents through e-mails and messengers. To counter such attacks, Al-based methodologies have been actively employed in
order to detect malicious document files. The main challenge in detecting malicious HWP(Hangul Word Processor) files is
the lack of quality dataset due to its usage is limited in Korea, compared to PDF and MS-Office files that are highly being
utilized worldwide. To address this limitation, data augmentation have been proposed to diversify training data by
transforming existing dataset, but as the usefulness of the augmented data is not evaluated, augmented data could end up
harming model’s performance. In this paper, we propose an effective semi-supervised learning technique in detecting
malicious HWP document files, which improves overall Al model performance via quantifying the utility of augmented data
and filtering out useless training data.
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Fig. 1. Semi-supervised Learning with Augmented Data Utility-based Filtering for HWP Malware Detection
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Fig. 2. Mix-up Data Augmentation
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53 22 javascripte} ¥#HE EAE ‘eps’, ps,
‘string dup @ %2 shell 22 ghost script}
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Table 1. Training and Test Data Counts (Split 0)

Table 2. Summary on HWP File Features

Data X
Feature Type Type Examples Cnt
Malicious INT exe, xml, bax 53
keywords ' '
YAI?QSSﬁteCt INT yara, cve 2
copyfile,
API keywords INT convert, 35
threadid
,4 eval, unescape,
JS-related INT is size 5
Shell code eps, ps.
realted INT string dup 5
%19090%u9090,
Existence BOOL exec|xor, 3
exec|cvx
generic43,
# of Tag ids INT generic44, 28
tag id68
# of Streams INT length 1

Training
Orig. Aug.* | A+F**

Test

Benign 2,000 | 42,000 | 12,000 500

Malware 456 9,576 2,736 115

Total 2,456 | 51,576 | 14,736 615

* Aug.: Data after Augmentation (20 times)
Data Count = Orig + Orig*20

** A+F: Augmented then Filtered (25%)
Data Count = Orig + Orig*20%0.25

*Cnt: Feature Counts
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o} dloly $7F & 2d AxE AL 182
s 57 delelE: FEE ¥ 2l Aed v
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7N As, F7F s, 7 2 BHE 5 o £
55 vlagt "olER JE Aerr £ AEE
Bel e A UES wrjslded 274 A
TR 2 ARE Held F§2 AR #U18kvh
WA welbe Avew MLP 2ulledA 71 22
i Aes HolAw, HAAHor o] "ozl A
< 8 F g, ol doleE $UE u g5
wha|els dlolElEe] SAEE s Avlsd, o] 4
 dole ZEHE T3 7 A 2 T AR
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& 4 givh LREDL ve=] 2719 Bl s
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Table 3. Effect of Augmentation (and Filtering) on the Prediction Performance under Different ML models

Baseline Augmented Augmented + Filtered (Best)**
Model — F1-Score Acc.
method | F1-Score* | Acc. F1-Score Acc. ——
Filtering Method
, 0.9658
Gaus@an 0.9613 0.9365 (09788/09532) M
Noise (0.9692/0.9535) -
Confidence-based
0.9628 0.9638
0.9400
MLP | Mixup | (0.9800/ | 0.9384 0.9594 0.9335 | (0.9796/0.9485)
(0.9648/0.9541) . B
0.9464) Similarity-based (Cosine)
0.9660
0.9514 (0.9784/0.9540) | 0-2439
TGAN (0.9764/0.9280) | 09189 : .
Confidence-based
. 0.9537
Gaussian 0.9550 0.9244 (0.9860/0.9236) 0.9221
Noise (0.9884/0.9230) —
Similarity-based (L1)
0.9462 0.9529
0.9208
SVM | Mix-up (0.9888/ | 0.9084 0.9546 0.9238 | (0.9836/0.9241) T
(0.9884/0.9234) . -
0.9072) Similarity-based (Cosine)
0.9381
0.9052 (0.9940/0.8881) | 0-8931
TGAN (0.9996/0.8272) | 0-8296 : /‘,
Confidence-based
, 0.9363
Gaugslan 0.9403 0.8984 (0.9856/0.8918) 0.8909
Noise (0.9832/0.9010) —
Similarity-based (L1)
0.9295 0.9356
. 0.8909
LR Mix-up (0.9900/ | 0.8778 0.9403 0.8984 | (0.9784/0.8997) -
(0.9832/0.9010) .
0.8791) Similarity-based (L2)
0.9162
0.9020 (0.9840/0.8571) | 0-8934
TGAN (0.9980/0.8212) | 0-821° — -
Similarity-based (Cosine)

* F1-Scores are presented in the form “F1-Score(Precision/Recall)”
** 25% of the augmented data are filtered and used in training. Among 3 filtering methods, the best
performance and corresponding filtering method are shown

- Underline: performance better than Baseline
- Bold: performance better than Augmented

g RS e Hilow SVM vhHPHE 27 whHE o Asd 48 F7b 4
GAN %7 42 Aslshd sy Z7e] &bd &3 BAd4E 26 483} Bagle] F4= 4
QA% % 4 gtk DS AL AF SUM 58 wglAT, GANEZ #AldlAE MLPE A9
3 GAN 27 #Add EE 2 4 odded, sk B4 489 de esle Aol e e
Fl-score®] 44 0.0142 A=t oF 3.19% $4  H% 5 AT, 574 H9e 443 A 74
f 7e 2 5 g o g4 o] 98e AT 4+ oldrh ol

MLP, SVM. LR 2% 7% zduchs 958 GANZHAdle 2 s okdake 714 dlole]
S A8 274 e Be W A% S wsle b AEH o2 Adebl A=lsh shed A}
W, 2% MLP mde] /b4 58 A% narh  9ee % 4 s
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Table 4. Effect of Filtering Methods and Criteria
on the Prediction Performance (MLP/TGAN)

Fl\i/llet)tta}ﬁior:ig Criteria F1-Score* Acc.
Baseline (0.98063/65()2,%464) 0.9384
Augmented™* (0-970625)5.%280) 0.9189

Augmented + Filtered***
Similarity | O (0.9854/0.9472)| 0-9410
L

v Low (0.98(5)1.2/503.3282) 0.9228
Similarity | O (0.97092/603.?)489) 0.9404
v Low (0.9&3/600.3406) 0.9342
Similarity | S (0.9758/0 s0n)| 0-9322
] o (0.9&?62/604.8478) 0.9404
Model | " <0.970é2/606.g540) 0.9439
Confidence Low (0197042/600-2468) onts
GAN Disc. Hieh (0.9§62§0§334U 0.9277
Low (0.98%3?&%220) 0.9182

* Presented as: “F1-Score(Precision/Recall)”

** All data augmented using TGAN
*** 25% of the augmented data are filtered and

used in training.
- Underline: performance better than Baseline
- Bold: performance better than Augmented
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