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LH-FAS v2: Head Pose Estimation-Based Lightweight Face Anti-Spoofing
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ABSTRACT

Facial recognition technology is widely used in various fields but faces challenges due to its vulnerability to fraudulent
activities such as photo spoofing. Extensive research has been conducted to overcome this challenge. Most of them, however,
require the use of specialized equipment like multi-modal cameras or operation in high-performance environments. In this paper,
we introduce LH-FAS v2 (: Lightweight Head-pose-based Face Anti-Spoofing v2), a system designed to operate on a commercial
webcam without any specialized equipment, to address the issue of facial recognition spoofing. LH-FAS v2 utilizes FSA-Net for
head pose estimation and ArcFace for facial recognition, effectively assessing changes in head pose and verifying facial identity.
We developed the VD4PS dataset, incorporating photo spoofing scenarios to evaluate the model’s performance. The experimental
results show the model’s balanced accuracy and speed, indicating that head pose estimation-based facial anti-spoofing technology
can be effectively used to counteract photo spoofing.
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Fig. 3 Head angle data measured from the head pose estimation module and noise—filtered data using the
iLH-FAS module. The first column (A, B) presents data for photo spoofing attacks, and the second column (C, D)
shows data for real people. The first row (A, C) displays original data, while the second row (B, D) shows data

after noise filtering through the iILH-FAS module.
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Fig. 4 This figure visualizes the VD4PS dataset videos
encoded by the head pose estimation module, followed
by visualization through PCA (The red dots represent
real human videos, while the blue dots represent photo
spoofing videos)
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E 1. LH-FAS viz} LH-FAS v22| M& dH|u
Table 1. Performance comparisons between LH-FAS v1 and LH-FAS v2

Metrics Attack Faces Attack Faces Genuine Faces | Genuine Faces
Models Precision Recall Precision Recall
LH-FAS vl 0.55 0.95 0.34 0.24
LH-FAS v2 0.75 0.98 0.98 0.67
LH-FAS v2
0.66 0.98 0.97 051
(Dropout)
LH-FAS v2
0.81 1.0 1.0 0.75
(Normalization)
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