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ABSTRACT

Recently, Syntheic data has been in the spotlight as a technology that can protect personal information while maintaining
the patterns and characteristics of actual data. Accordingly, technical and institutional research on synthetic data is actively
being conducted, but it is difficult to actively use synthetic data due to the lack of clear standards and guidelines. This
study is a preliminary study for quantifying the disclosure risk of synthetic data, and derives a privacy disclosure risk index
through statistical methodology and suggests specific application measures to comply with the General Data Protection
Regulation(GDPR). It is expected that the disclosure risk and the balance of data utility can be controlled through the
privacy disclosure risk index of this study in an open data environment.

Keywords: Synthetic data, Open data, De-identification, Data privacy, Disclosure risk assessment

.M 2 API, 271, A4, DBMS, FTP 59| 7|¢=& o=k
o dolel® sk ok ok Az 439
T ok Akl RopelldEs 2EW, Open  dlolee bk 35 98 A3A% 7149 o
Received(01. 11. 2024), Modified(02. 23. 2024), A |EAHRTAN Y] Ao AHHFAE711e
Accepted(02. 26. 2024) 2|%S who} 4345l A= g3l AllA A (TTTP-2024-
R =R 2023W% S R EEE] S| S]] 00156287, 50%)2] A& vk 7.
ek s A 2 el 79 + FA)2} sinnie613@jnu.ac.kr
* o] Ay AN (IR REAI 9 AR At ¥ 242} iceuom@jnu.ac.kr(Corresponding author)

o] A& wbo} a)El AH(RS-2023-00242528, 50%) <t


mailto:sinnie613@jnu.ac.kr

324 2= dlole] FAA] MK

Al J2d 7ledl AR SR eAlE
7% X3S 84 sherdlole] 249, bl 5
= dolg] ¥ o] F4| sf4e] I},
dlole] 3we] /A F§ deld Ao stz
NI R} 2= dlole] Fgo] A Frsta ¢
o} gy U RE 2383 dolee] &44 Alal
AHre] vAWsyL pajoln] tiofgk 71y o A
2] 7Ee] aEE L gl HTole Zafo|wAl 1
so} dlole] 44 e 91g dAulelE 7|Ee]
] ]

_Z,_%Hlﬁ o] EL/H Jdo ]E‘]—‘:— ] E2] o]

=3 22, %—% dlo]ef et} <l

] 2025‘4"1]— Al F_%‘)ﬂ‘i HqE
ole]7} o] Weol| AH8E Ao Huksta glrt
FAulole] AAE 98l GAN(Generative
Adversarial Networks), VAE(Variational Au
toencoder) 59 AA Edle] FE AMEW dlolE]
o] BAE FFste] dHolHE Adsy] wie] Al
AR xZ §ge] ook ol Hal| o= dHelert F
7h Arel AgEW 9F ot FE 4 5 A
AAR Fo] AT & givh. a=lv & dAFE
< FAdelEY 84, & e ‘ﬂ Je9} SAA
frAMd A& dloleld] B4 A4 (R, 39 5
AN THE Hole A7} EH—“%*?:"]D} w3k 3
ole]] JHIAR xZ AFPS HIe dAF= Aol
Ao R o) FAX ALY, B FH e Faksle]
7hgke}. o)A, Aol el Hrte 3t FFolt
A3 FAl= gy A7 n=siel H54 &
oo £ AFw uie] wAg
3 FA ‘ﬂ"]ﬁﬂ 7}7% T
Ak

F

2

A AHEEE gl Ao
A WA 1e3 s A4, 71E A5

2.1 80f H9

B ErellA AREE = ]

>
g
o,
ol
bt
=2
=)
i
=
2

A s ARl A el bt 2
o uApES) g FAsh ApEAe] A% 2 A
& A7ske 34(5)

o /fA® (personal data) : AtolglE 7Halel] 3
g Auz A FRIEEHE 9 5 s

ototd 4 gle AR(2)

i

« 7} A ¥ (pseudonymous data) : 7HIARE
A =e AEE A, dAEe 5 7 ARE
Tl FHE glole JHelE dobE 5 fle A
(2]

o W AHX(anonymous data) : A7t - H]E
7l o5 gEHoR 3% o o AHEE A}
L3ttt Holal JlelS dolE S e AR

[o5

= Xdli‘* S S ki 7}“*X1ﬂ qu"ﬂﬁ
A me AR AHEA 54 NS odotry]
Aste] A2 2 4 9le AR(2)

» 3Adolel (synthetic data) : &3} FHodt
Ak BAA AL Bol shake] dlo]E 2 A)
Azl Sl N Rl 5L EAste] ARE
dlo]E] & AAse 71 (5)

o /83 (single out) : Heolg FAE L3
AEs o2 ezl dHe] BEAS st
o]l Fgtelld dHolg] FAo &3l dI=s

Fejske 91(2)

o A7 A (linkability) : dHolel FAo st
HIEE HWro| Holy Aol FUg dHeolH
FAol B Wz AH(AA)E 5 9= dlol
B Al diak $4(2)

+ FE(inference) @ 3kt ol £A49 FHE A
LAY o dolg &xE Aoz £
lf‘ T 9le AHre FER2 deXA] 42 AHH

5 FE31E= 9(2)

2.2 JOIEHE HIAH Xz2| 2 =LHe| X[F

221 =L X|& &g

20164 FF2AA, AHAAY Fo AR v
EERES ﬂoum 1% vheisle] AQgR 4w

WA 24 7@ wA gue] B8 89 o
AN, S AN WA YRRk delel A

|
of taf AAel meh Al v 24 " FR



BB S A

p
W 59 e gl ARE Bobt 4 g

“EH EEH# a}
uuw SRR
stk s shol=
QA sk 4u Hue| o Ae] slol=
Ztele 7 3hA] ekt Fig 1 7biAguAel 7}
ol=ekele] MR Aol Ael J1% £HE A
2 2 AT Eolrk 20229 A AR 44
A AEE A 343 2 yn AL &3

TE o

o) oixlch. 20244 29 AMAE Aol WA
o8] Fh ARl 1% e vigo] FrhHgle

Fodg elAR ¥3F 749 GDPR(General
Data Protection Regulation)< dlo|ele] 714
e} o A& HEgsA sk k(3] 8l
3 A4 A4z 53l w2, 7P 3} (pseudonymis
ation)& MAARE F7P-Q AR flole= 54 7
delA ALE 5 JEF AYdhe A= A

of

(2024. 4) 325
o]w 3} (anonymisation) 7HalS AHEd 4 g
wog ARE Ashs Zoz Ao} A
B 2% 437 A 71 Alelel dEEA ok
AR ARFAZL A 7leshA] GRS oW A=
MAA R A= HE=A] dec) w]AH3] %E,i ¥

o 2= [SO/IEC 20889(r)AH ] 7]
FEAgiel (5) 993t #3H A 22 EDPB(Euro
pean Data Protection Board) #4lal Article
29 Data Protection Working Partye] 9%
g 7]l ek oA (W
05/2014 on Anonymisation Techniques)7} ¢l
o} (4) ¢ 25 AAL FEshd I AREE Sin
gle out, Linkability, Inference $18<& 7} <+
gew NI E AAE e 7)Ee]

\:u
FiN
5 6

orking Party Opinion

-

223 =L SHH0IE otdY HIt XIE ¥

2.2.13} 2.2.2914% FAdolEle] A Hrt
27e] FAlz IR nApE A2 e =e] A
S Amrgitt AR 5945 VAR A
tel=etelell wem E5A A3 A AFst=
(%7H ) duARE Aske e dHoR
2 7)A=EY o];qu]- A v o] kAl T A
F7h 8ol EAEHA et sAIuk, (4]l uh
A uE A wE A8 4 5 ale
c ol S1E AR A vEe] ®eh(5) 3
delel= ow Az 7]& & shioln AR x

w0 N

i ox H oins*ioh‘.j‘ind‘_
[ah

o
ek
o
riN
2
=3
K

2.3 BME0JEl B} e 2N

FAdoly #AH ATES WA, GANY 7]9=%
3 Atk (6-15) FAdlel F7} whyel F
e Fu Py A7 2L sgside. 4 dTe
AT Hol| wel Fr} A xRS 2] A€ste] ALgs}
9t} Table 1& 7+ dAF-olA] AF&3F 7| wHS

FE YFE Fol v $4F Foleh,
gelelel Hole f-84, AU xF 9
T 7 el WA 4 sich Ao -84 (4
M9l S-S AA dolel A YA &
dolel AE kel Aubgel
CEH HEHES MYl 24
£ lolelad S 54 $4(dle fefelnt
15 o

A wale) A4 5

Mo o (L



326

O 3L
S

dlole] 374 PR =&

A9 4L AT BAY WYE AT

Table 1. Classification of Evaluation Methods for Synthetic Data in Related Research
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