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ABSTRACT

As the number of cyberattacks against the National Critical Information Infrastructure (NCII) is steadily increasing, many
countries are strengthening the protection of National Critical Information Infrastructure (NCII) through the enactment and
revision of related policies and legal systems. Therefore, this paper selects countries such as the United States, the United
Kingdom, Japan, Germany, and Australia, which have established National Critical Information Infrastructure (NCII)
protection systems, and compares and analyzes the promotion system of each country’s National Critical Information
Infrastructure (NCII) protection policy. This paper compares the National Critical Information Infrastructure (NCII) protection
system of each country with the cybersecurity system and analyzes the promotion structure. Based on the policy model
theory, which is a modification of Allison’s theory and Nakamura & Smallwood’s theory, this paper analyzes the model of
each country’s promotion system from the perspective of policy-making and policy-execution. The United States, Japan,
Germany, and Australia’s policy-promotion model is a system-strengthening model in which both policy-making and
policy-execution are organized around the protection of the National Critical Information Infrastructure (NCII), while the
United Kingdom and South Korea’s policy-promotion model is an execution-oriented model that focuses more on
policy-execution.
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Table 2. Factors for determining the type of policy-making model and policy-execution model

Sortation Content
::.é: ; Concept - Determine‘ if the l.egislation. pro.vides the basis for activities to protect the NCII performed
g ; by the policy-making organization
g & - In accordance with the law
% ;, Criteria |- Based on policy reports
5 = - Unfounded
o - Determine the existence of a deliberative organization on the making and execution of
§ S Concept policies for the protection of the NCII.
E, = - Consider the level of impact based on the composition and location of the deliberative
2 E organization
E :2‘: - Provide advice on policy-makings regarding the protection of the NCII as a permanent
= organization
3 ?5? - Only research is conducted on policy-makings related to the protection of NCII as a
5 5 Criteria permanent organization. Consultation is provided on policy-makings related to the
g g protection of NCII as an emergency organization
% =] - Only conduct relevant research when making policy-makings regarding the protection of
£ NCII as an emergency organization
® i 5 Concept | - Determine whether there is a strategy or policy for the protection of the NCII
2L e
;: § (E - NCII protection is indicated in law or strategy
g & & | Criteria |- NCII protection in policy reports
2] S 3 - NCII protection is not indicated anywhere
b
f{* - Determine whether the objectives of a strategy or policy for the protection of the NCII are
3 g> Concept separate from cybersecurity.
:% - Determine the relationship between NCII protection and cybersecurity
g:_ - NCII protection strategies or policies exist independently
= Criteria |- A cybersecurity policy is described within a NCII protection strategy or policy
- NCII protection strategies or policies are described within cybersecurity policies
Concept | Determing if there is a separgte depa'rt'ment or organization within the policy-execution
e O organization for NCII protection activities
z& ?:‘% - Exists as a separate and independent organization or department within the
E E policy-execution organization
o = % Criteri - Exists within the policy-execution organization as a relevant organization or department
15 E 5 rtena that is promoted with other tasks
E- - - No organization or department in the policy-execution organization to perform the relevant
£ tasks
5 Concept - Determine if the organization or department conducting NCII protection activities within
= the policy-execution organization establishes and implements the relevant plan
% - Establish and implement strategies for the protection of the NCII
:DE < Criteria |- Establish and implement policy plans for the protection of the NCII
§|. - Only implement policy activities to protect the NCII
% o Concept | Identify the existence of a separate organization or committee for public-private partnership
=4 S and relevant advisory bodies in the execution of NCII protection activities
= (¢}
= § - Cooperation/consultation bodies and relevant advisory bodies exist for public-private
g cooperation
2 Criteria | Oqu cooperation/consultation bodies exist for public-private cooperation (no advisory body
o £ exists)
5 £ - No cooperation/consultation body exists for public-private cooperation
= “ - Enable by sector
3 - - Determine whether sector-specific protection activities are carried out to protect the NCII
5 Concept |- Judgment based on the establishment of separate protection strategies or plans for each
§ 9|g sector and the continuing publication of relevant reports
E' }'Z - Sector-specific protection activities are activated to release regular plans and reports
= Criteria |- Sector-specific protection is active but does not release a separate report
° - Sector-specific protection activities are not active

¥NCII -

National Critical Information Infrastructure
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Fig. 1. US(the United States) National Critical
Information Infrastructure  (NCIl)  Protection
Promotion System
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Fig. 2. GB(the United Kingdom) National Critical
Information Infrastructure  (NCIl)  Protection
Promotion System
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System
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