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ABSTRACT

This paper proposes optimization techniques for SeaSign, an isogeny-based digital signature algorithm. SeaSign combines
class group actions of CSIDH with the Fiat-Shamir with abort. While CSIDH-based algorithms have regained attention due
to polynomial time attacks for SIDH-based algorithms, SeaSiogn has not undergone significat optimization because of its
inefficiency. In this paper, an efficient signing method for SeaSign is proposed. The proposed signing method is simple yet
powerful, achived by repositioning the rejection sampling within the algorithm. Additionally, this paper presnts parameters
that can provide optimal performance for the proposed algorithm. As a result, by using the original parameters of SeaSign,
the proposed method is three times faster than the original SeaSign. Additonally, combining the newly suggested parameters
with the signing method proposed in this paper yields a performance that is 290 times faster than the original SeaSign and
7.47 times faster than the method proposed by Decru et al.
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Algorithm 1.
SeaSign Signature Generation (8]

Require: A message m, (E E,). a private key ¢
Ensure: 0= (22,6, +,0,)

1 for & from Oto £—1 do

2 fre=[-06+1)B(6+1)B"

3 —(H/)E
i=1
4 end for
5 bl o =HG(E) i (E).m)
6 for & from Oto £—1 do
7 if 5, =0 then
8 S
9 else
10 Ze—f,—e
11 end if
12 if z,& [~6B 6 B]" then reject
13 end if
14 end for

Fig. 1. SeaSign Signature Generation in (8]
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Algorithm 2.
Optimization in (11)

Require: A message m, (EE,), a private key e

Ensure: o= (/1B /], Bz z,)

1 for & from 1 to t+u do
2 frel=e+1)B(6+1) 8"
3 E= (]ﬂ[/)E
i=1
4 end for
5 b Il by :H(]'(El),"',]'(E;Jru),m)
6 cnt<0
T iter<1
8§ L=]
9  while iter =¢+u do
10 select £ randomly from 1 to ¢+u
11 if £ not in L then
12 ke L
13 iter<—iter+1
14 else
15 go to step 10
16 end if
17 if b, =0 then
18 z2—fy
19 cnt «<—cnt+1
20 else
21 zZ—f,—e
22 if z, & [~6B 6H" then
23 cnt «<—cnt+1
24 end if
25  end if
26 end while
27 if ecnt <tf then
28 go to step 1
29 end if
Fig. 2. Proposed optimizatino of SeaSign

Signature Generation in (11)
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Algorithm 3.
Proposed Signature Generation

Require: A message m, (EE,). a private key
e

Ensure: o= (z},-2,by,-b;)
1 cnte1

2 while cnt= ¢ do

3 fmﬁHH 1)B.(5+1)B"
4 b(;fmt
5 if be [-8B,8H" then
6 cht(_fcm
7 Lm‘ (H‘ )
i=1
8 cnt «<—cnt+1
9 end if
10 end while
11 b | | b =HGE), j(E)m)

12 for k from Oto £t—1 do
13 if b, =0 then

14 27

15 else

16 zZ—f,—e
17 end if

18 end for

Fig. 3. Proposed Signature Generation
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Table 1. Parameter for SeaSign-512

B ¢
5 256

log,p
511

L
373

n

4

Algorithm 4.
Recovering the private key through f—e

Require: empty list L of length »

Ensure: A private key e=(e;,-+,¢,)

1 target_complexity <t
2 While ttarget_complexity = ¢ do
3 fel=dal
4 b—f—e
5 for 7 from 0 to #—1 do
6 find possible cases (f.e;) for b;
7 detect collision on e; and record ¢;in Lli[
8 end for
9 for ¢ from Oto »—1 do
10 tmp<—tmp - len(L(i))
11 end for
12 tmp = log,tmp
13 target_complexity <—tmp
14 end while
Fig. 4. Recovering the private key
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Table 2. Attack on original CRS signature

1 2 3 4
n 74 74 74 74
B 5 5 5 5
d 5 10 100 1,000
attempts 60 131 1,380 | 11,832
Success 1 1 1 1
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Table 4. Proposed parameter for SeaSign-512
optimization

Table 3. Attack results when rejection sampling B 0 rate
is used Ours 1 5 100 99.09
1 ) 3 4 Ours 2 5 90 98.90
n 74 74 74 74 )
e - = V. 78 2
d | % | 16 ] 505 | 1005 2 AolAE SeaSign Falel EH?& um—;z’— A
rej 50 100 500 1,000 G}, B T 7]2 SeaSign, JolAle] 3
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Table 5. Parameters for comparison

B t 0 u

SeaSign (8] 5 128 9,472 -
(11) 5 337 114 79
Ours 1 5 128 100 -
Ours 2 5 128 90 -
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Table 6. Implementation results

SeaSign (11) Oursl | Ours2
(8]
KeyGen 0.011 ms
120,481.
SigGen ??IS 2207.7T7s | 321.13s | 290.24s
2.
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Rej. 3 1 0 0
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